Stellar AP

Deployment &
Configuration &
Troubleshooting Guide

January 2019



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise

Table of Contents
1 INTRODUCGTION ...ttt e e e e s sk e et e e e s e s s s e e et e e e e a4 e s R R b e s et et e e e saasn b bn s e e e eeeesaanbnbnneneaeeesaannnes 4
1.1 REVISION HISTORY ...ttt ettt ettt stttk b ekttt b e e bt e she e shn e e bt et e e b e e nbe e st reenneenneeneen 4
1.2 (011 Ty 1 VT T TP P PP PR PR OURO 4
1.3 GLOSSARY ..ttt ettt et ekt e st e sh e st e st e bt e b e e ek e e ek e e e H et e E e e 4R e e 4R e e 4R R e AR R e 4R R e e R e e R R e R R e AR R £ e ARt e Rt e eR e e nRe e nRr e Rt e Reenreennes 4
2 STELLAR OVERVIEW ...ttt e e e e e sttt e e e e e s bbb e e et e e e e e s s b bbb e et e e e e e sanbbbneeeaaeeeas 6
2.1 INTRODUGCTION ..t testeeste st esee st steeste st esbesbeese et sbe e e e b e he e sb e ek e e s e ebeeh e e b e eh e e b e e R £ e He e nb e ek e e st e eb e e b e e nbesbeenb et e ene e e 6
2.2 PRODUCT IMIATRIX .ttt ettt sttt sttt ettt be e she e s et s et et ek e e b e e e bt 2Rt a2kt e1b e e eh e e s hb e e b e e b e e ek e e abe e et b e enneenneaneen 8
2.3 WVORKING IMIODES ......cteeuteetee sttt sttt ekttt she e sie ettt et e bt e b et eh e e ab e e bt eeb e e she e ahe e e ab e e b e e b e e st e e sbbeenneanneenneen 11
3 DEPLOYIMENT ...ttt e e e s e s et e e e e e s s s bR e et e e ee e e s e e aR b Ee e e e e e e e e sanbnbe e e e e ae e e s nnrnrneeeeaeeeas 13
3.1 AP PLACEMENT & GUIDELINES ....teutteuttesteesteesteeateeasseasseesbeesueesseesssesasessseanseenbeesbeesseeasseasseebeesbeesseesnnesnnesnne 13
3.1.1  General RECOMMENUALIONS ...........ccouuiiiuiiiiie ittt et s e e e st e e abae e srreeenees 13
3.1.2 Three Sample Solutions to AP PIGcement ProbIlems.............cccccueeiiiueeeiiiieeeiiiiee e ssivae e snaee e 13
I B 11141 (=1 =2 (YO RS 15
3.1.4 Channel and Transmission power CONSIAEIALIONS ..........c.c...cocvuueieiiiiueeeiiiieeeseie e srae e e saaee s 17
3.2 EXPRESS IMODE ...ttt este ettt et ettt ettt e bt e s bt e s bt eh bt 4Rkt e b e ekt e ke e eb e eh s £ e e bt e bt e nb e e ehe e ehb e eabeenbeanb e et e ebeenre s 19
33 OV CLOUD IMIODE ...ttt ettt sttt sttt b ekt b ekttt ekt e bt e s bt e £ he e 4R ke e a bt e bt ekt e ek et eb b e e nb e et e e ebe e nbeesnnennneenne 20
34 OV ENTERPRISE IMIODE ...ttt sttt sste st et ebeesteesteeese e eseeebe e abeesh e e ehe e e e ke e mb e et e e ke e ek et eb e e enbeenbeenbeenbeesnnesnneenne 21
4 SOFTWARE UPGRADING .......oooiiiiiiiiitii ittt e e ettt e e e e e s s e e e e e e e s e s n bbb e e e e e e e s s s s nnbbbneeeaeesesannnnnneeas 23
4.1 UPGRADING IN EXPRESS IMODE .....ttttttatteesteesteesteesueesieesibessbeasbee bt enbeesbeeasseasseeseenbeesbeesaeesanesnbeanbeenbeenbeennnas 23
4.2 UPGRADING IN OV CLOUD MODE ....uttitttauttesteesteesueesieesatessbeaseesseesseestseasseasstansassseesbeesaeessnesasesnneessesssesssns 25
4.3 UPGRADING IN OV ENTERPRISE IMODE ......eutteuttesteesueesueestteasteasseesseesseesssassseassaasessseesaeesasssanesnsesnnesnsesssesssns 28
4.4 UPGRADING THROUGH BOOTLOADER .....utiiutietieiteesiie st site ettt et st sib et e ebe e sbe e sbeeseeesabesnbesnbeebeenbeenenas 34
4.4.1  ENtering BOOLIOGUES ..............ccuueiiiiuieii ettt e ettt e et e e st e e e s et e e e s e tb e e e s eabe e e e e sabaee e s anaaneeas 34
A Y I O TSP PP PP PPRTPPRRP 34
I B Yo 7 0N Y =T o =X R 35

Stellar AP | Deployment & Configuration & Troubleshooting Guide l|Page



communication of its contents not permitted without written authorization from

All rights reserved. Passing on and copying of this document, use and

Alcatel-Lucent @

Enterprise

Q4.4 API230 SOIIES.....eeeiueeiueeeie ettt ettt ettt he e bt a et b bt b ek et R ettt e be e she e eab e e abe e be e nbeenteeneeas 36
Y Y o 7 3 PP PP PPPPPPPPPPPPPPPN 37
G Y 2 7 0y PP PP PP PPPPPPPPPPPPPPN 38
4.5 UPGRADING UBOOT ...ttt et nr e st n e nn e nn e nnes 39
Y R Y 2 I N 0y PP PP PPPPPPPPPPPPPPPN 39
4.5.2  API220 SEIIES .....eeveiteieieee ettt ettt et e s e e s ae e e et e e Rt e et aRe e e aR Rt e e Re e e e R e e e Re e e anre e e nrne e nnreeannes 40
G I Y G 10 Y =T =X U U RO 40
Y Y 2 71 3 PP PP PP PP PPPPPPPPPRPPPN 41
Y S A Y o 7 O PP P PP PPPPPPPPPPPPPPPPPN 42
FEATURES AND CONFIGURATIONS ........oeeeiiittitittutteteteeeeeseeeseaesesesssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssnsnes 43
4.6 ACS DRI ..ttt e e e st e e e a e —— e e e e e e e e a b bbb e et e e e e e aanba b b e reaaeeeanaare 43
4.6.1  FEQLUIe dESCriPtION .......ccuvviiiiitiiii ittt ettt et e e s bb e e e s b ba e e e s aaba e e e s anbbe e e s nnnaeee s 43
4.6.2 Configuration and ReCOMMENAALION .............ccouuiiiiiiii ittt 43
4.7 L o PP PP PPPPPPPPPPPPPPPPPRt 45
4.7.1  FEQLUIE dESCIiPtION .......ccuvviiiiiiiie ittt ettt e e s bt e s bt e e e s bt e e e e s saba e e e e anbaeeesnnnaeee s 45
4.7.2 Configuration and ReCOMMENUALION .............cccueiiiiiiiiiiie ettt e 46
4.8 LOAD BALANCING .....uviitiiitei sttt ettt sttt ettt e et e s e s bt nh e s et e et et et e r e e r e e nre e ere e e reene e 46
4.8.1  FEQLUIE AESCIIPLION ......ccuveiiiii ettt ettt ab e st e e sa e e et e e e sbbe e e nbeeesnbeeenees 46
4.8.2 Configuration and ReCOMMENUAALION .............cccueiiiiiiiiiiiie ettt 47
4.9 BAND STEERING ...ttt sttt sttt st b e h e bbb e b b e s b e e s b e s b e e s b e e s b e e b b e e sab e s s b e e e s b e e b s 47
4.9.1  FeQtUIE AESCIIPLION ......ccuveiieii ettt ettt bb e et ees b e e ss e e e be e e sbbe e s beeesabeesnnes 47
4.9.2 Configuration and ReCOMMENUALION .............cccueiiiiiiiiiiiie ittt 48
4.10  BACKGROUND SCANNING ... .ctuvteurtesteesteesseestressseasseasse e seessesaseeaseeasse e st e sbeesbeenheeaabeanbe e be e beesbeenbneasneenreenneen 48
4.10.1  FEAtUIe dESCIIPLION ......ocecueiiiiii ittt ettt ettt e e sa e e b e e sbbe e s bbe e sebeeenees 48
4.10.2  Configuration and ReCOMMENAGLION ................cccuueiiiiiiii it saaee e 48
.11 VOICE OVER WLAN ...ttt ittt sttt ettt ekttt bt sab e ekt e s st e b b e e e bt e e et e e e aab e e e be e e sbbeeabeeesnbeeennes 48
4.11.1  FEQtUIE dESCIIPLION .....ueoicuiieiii ittt ettt ettt e sa e e bt e sbbe e e nbbe e snbeennees 48

Stellar AP | Deployment & Configuration & Troubleshooting Guide 2|Page



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise
4.11.2  Configuration and RecOMMENAALiON ................occuuiiiiiiiiiiiiiiie it saaee s 48
4.12  <MORE FEATURES TO BE INTRODUGCED ......cettettesuteasteesteesteesseesssessseassessseesaessasesssesnsesssesssesssesssssssnsaseensenns 48
USEFUL CLECOMMANDS .......coooeuitaetaeessesesssessesseessesssesssesssesssessasssesssass st ssass st sesssessssssssasssesssssssnsens 50
5.1  SYSTEM INFORMATION. ...cctiititetitesieteeit sttt st st b bbbtk b e bbb sn e ebenr e 50
5.2 WIRELESS MANAGEMENT ..ottt sttt er ettt sr sttt b e sb e n e e nre e 53
5.3 CLIENT MANAGEMENT ...tittittitetetesteseeseesestessestessessesessssseassasessessessessessessessessssessessessessessessessessessasnsens 57
5.4 CAPTIVE PORTAL MANAGEMENT ...vouvitiettetesttstestesteseeseeseessssessessessessessessessessssessessessessessessessessessnsensens 59
5.5 CLUSTER MANAGEMENT L..otiitiiiiesieiist sttt er ettt b ekt b e b e ebe e 61
5.6  NETWORK MANAGEMENT .....eititiiesteteettattstestestesseseseeseesessessessesseseessessessessesessessessessessessessessesessensensens 62
TROUBLESHOOTING .......ooiiiiiiiiiiiittii ittt e e e sttt e e e s s sk b e e e e e e e e s s s s bR e e e e e ae e e s s e s bbe e e e e e e e e sannnbnneeeaeasas 67
6.1 INTRODUCTION OF THE AP LOGS ... .eiittiiitieite ittt sttt sttt ettt sttt sttt b e e b e sbe e see e ssnesmb e s bt e nbeenneenneas 67
LI I N o T I ] L= PSRRI 67
X B o o N -2 = PSRRI 67
LY G T oo Wote )| L=tot o Lo ) IR RSP RR 67
6.2 TROUBLESHOOTING FOR SPECIFIC FEATURES (JEZRITFERANTE) . ovvvvevrerrereicreccc st 69
LI R Y o {1 o T Yo PR PRURI 69
LY I A 1o [ 1o IR (=T =T 4 | L OSSP 70
6.2.3  TAIOUGRAPUL ISSUBS .......uoeeeiiieee e et ctee e ettt e e e e e et e e e e et e e e e e st e e e e sa b e e e e e satae e e s aataeeeeantaeeeeanteeeeennres 70
6.2.4  AULRENTICALION ...ooinveeeeie ettt ettt s ettt e et e et e e et eesseeesnteeste e e anbeeeseeesseeeateeennneeans 70
oI T o Y o o | SR OPRSRI 70

Stellar AP | Deployment & Configuration & Troubleshooting Guide 3|Page



Alcatel-Lucent @

Enterprise

1 Introduction

communication of its contents not permitted without written authorization from

All rights reserved. Passing on and copying of this document, use and

1.1 Revision History

Ed. Date Descripotion

1.0 |Sep-2018 New creation for knowledge transfer with ALE team.

2.0 Jan-2019 Update Software Upgrading for AP1201 and useful CLI Commands

New creation for log collection and AP reboot log collection

method

1.2 Obijective

The objective of this document is to give a brief introduction of Stellar series
solution on the features, configurations and troubleshooting, in order to help and

guide the TSS team to provide better service to the end customers.

1.3 Glossary

ACS Auto Channel Selection
ALE Alcatel-Lucent Enterprise
AP Access Point

APC Auto Power Control

BLE Bluetooth Low Energy

Stellar AP | Deployment & Configuration & Troubleshooting Guide 4|Page
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CLI Command Line Interface

DCM Dynamic Client Management
DRM Dynamic Radio Management
IG Installation Guide

MIMO Multiple-Input Multiple-Output
MU-MIMO Multi-User Multiple-Input Multiple-Out
ovC OmniVista Cirrus

OVE OmniVista Enterprise

QSG Quick Start Guide

WBM Web Based Management

ZTP Zero Touch Provision

Stellar AP | Deployment & Configuration & Troubleshooting Guide 5|Page
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2 Stellar Overview

2.1 Introduction

The high-performance OmniAccess Stellar Series featuring enhanced WLAN
technology with RF Radio Dynamic Adjustment, a distributed control Wi-Fi
architecture, secure network admission control with unified access, built in
application intelligence and analytics, making it ideal for enterprises of all sizes

demanding a simple, secure and scalable wireless solution.

Deliver enterprise-grade Wi-Fi to high-density client environments in offices,
hospitals, schools, retail stores and warehouses. Achieve our highest speeds and best
performance for your network services and applications. Ensure your users have

network access anywhere on your campus.
Main features are:
e Seamless roaming and Quality of Service for real-time applications

e VOWLAN support with QoS for each application (Voice, Video, Collaboration,

etc..)
e Integrated simple guest management
e Built-in customizable captive portal

e Support of role-based management access (Admin, Viewer and Guest

Manager)

e Enhanced RF technology - Radio Dynamic Adjustment with DFS/TPC to deliver

reliable, high-performance WLAN access

e OmniVista 2500 managed deployment embeds a visionary controllerless
architecture, providing user-friendly workflows for unified access plus an

integrated unified policy authentication manager

Stellar AP | Deployment & Configuration & Troubleshooting Guide 6|Page
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Model AP1101 AP1220 Series AP1230 AP1251 AP1201H AP1201
Product Class Indoor (Low-end) Indoor (Mid-end) Indoor (High-end) Outdoor Indoor Hospitality Indoor IoT
802.11ac 802.11ac Wave 2 802.11ac Wave 2 802.11ac Wave 2 802.11ac Wave 2 802.11ac Wave 2
Form Factor VN
\
/ )
Radio dual-radio, dual radio, 5 GHz 802.11ac | tri radio, dual 5 GHz dual radio, 5 GHz dual radio, 5 GHz dual radio, 5 GHz
802.11ac 2x2 4x4:4 MU-MIMO and 2.4 802.11ac 4x4:4 MU- 802.11ac 2x2:2 MU- 802.11ac 2x2:2 MU- 802.11ac 2x2:2 MU-
MIMO, GHz 802.11n 2x2:2 MIMO MIMO and 2.4 GHz MIMO and 2.4 GHz MIMO, and 2.4 GHz MIMO and 2.4 GHz
802.11n 4x4:4 MIMO | 802.11n 2x2:2 MIMO | 802.11n 2x2:2 MIMO | 802.11n 2x2:2 MIMO
Antennas Built-in 2x2:2, 3.4 AP1221: Built-in 2x2:2 @ AP1231: Built-in Built-in 2x2:2 @ Built-in 2x2:2 @ 2.4 Built-in 2x2:2 @ 2.4

dBi @ 2.4 GHz, 2.55
dBi @ 5 GHz

2.4 GHz, 4x4:4 @ 5 GHz

AP1222 External 2x2:2 @
2.4 GHz, 4x4:4 @ 5 GHz

4x4:4 @ 2.4 GHz,
dual 4x4:4 @ 5 GHz

AP1232: External
4x4:4 @ 2.4 GHz,

2.4GHz, 2x2:2 @
5GHz

GHz, 2x2:2 @ 5 GHz

GHz, 2x2:2 @ 5
GHz ,

BLE antenna

Stellar AP | Deployment & Configuration & Troubleshooting Guide
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Model AP1101 AP1220 Series AP1230 AP1251 AP1201H AP1201

dual 4x4:4 @ 5 GHz 8
RP-SMA connectors
for external dual
band antennas

Network 1x 10/100/1000 1x 10/100/1000Base-T (RJ- | 1x 2x 10/100/1000Base- | 4x10/100/1000Base-T | 1x

Interfaces Mb/s full/half- 45) 100/1000/2500Base- | T (RJ-45) (RJ-45), include 1xPSE | 10/100/1000Base-T

duplex Ethernet T(RJ-45)

(RJ-45)

1x USB 2.0 (Type A)

1x 10/100/1000Base-
T

1x USB 2.0 (Type A)

1x BLE radio,

integrated

1x BLE radio,
integrated
Other Interfaces | 1x console port (RJ- | 1x console port (RJ-45) 1x console port (RJ- 1x management N/A 1x console port (RJ-
45) 45) console port (Micro- 45)
USB)
Power 10 W (802.3at PoE <15.6 W (802.3at PoE or 27.6 W (PoE or DC) <11.8W (802.3af PoE) | 11W (802.3af PoE Supports direct DC
or DC) DC w/o PSE) power and Power
over Ethernet (PoE)
Stellar AP | Deployment & Configuration & Troubleshooting Guide 9|Page
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2.3 Working Modes

Three working modes are supported by all Stellar APs:

Express mode - Plug and Play: Secure Web managed (HTTPS) cluster

deployment

Stellar Series APs by default operates in a cluster architecture to provide
simplified plug-and-play deployment. The access point cluster is an
autonomous system that consists of a group of OmniAccess Stellar APs and a
virtual controller, which is a selected access point, for cluster management.
One AP cluster supports up to 64 APs. The access point cluster architecture
ensures simplified and quick deployment. Once the first AP is configured using
the configuration wizard, the remaining APs in the network will come up
automatically with an updated configuration. This ensures the whole network
is up and functional within a few minutes. Stellar Series APs also supports
secure zero-touch provisioning with Alcatel- Lucent OXO Connect R2, a
mechanism by which all access points in a cluster will obtain bootstrap data

securely from an on premise OXO Connect.
OVC mode - Cloud enabled with OmniVista Cirrus

Stellar Series APs can be managed by Alcatel-Lucent OmniVista® Cirrus cloud
platform. OmniVista® Cirrus powers a secure, resilient and scalable cloud-
based network management platform. It offers hassle free network
deployment and easy service rollout with advanced analytics for smarter
decision making. Offers IT friendly Unified Access with secure authentication

and policy enforcement for users and devices.

OVE mode - OmniVista 2500 managed deployment

Stellar AP | Deployment & Configuration & Troubleshooting Guide 11|

Page



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Stellar
Page

Alcatel-Lucent @

Enterprise

Stellar Series APs can be managed by Alcatel-Lucent OmniVista® 2500 on
premise Network Management System. The access points are managed as one
or more access point (AP) groups (a logical grouping of one or more access
points). The OmniVista 2500 next generation management suite embeds a
visionary controller-less architecture, providing user friendly workflows for
unified access together with an integrated unified policy authenticati on
manager (UPAM) which helps define authentication strategy and policy
enforcement for employees, guest management and BYOD devices. Stellar
Series APs has built-in DPI technology providing real-time Application
Monitoring and enforcement. The network administrator can obtain a
comprehensive view of applications running in the network and apply
adequate control to optimize the performance of the network for business
critical applications. OmniVista 2500 provides advanced options for RF
management, WIDS/WIPS for intrusion detection and prevention, and a heat

map for WLAN site planning.

AP | Deployment & Configuration & Troubleshooting Guide 12|



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise

3 Deployment
3.1 AP Placement & Guidelines

3.1.1 General Recommendations

Position the APs above obstructions.

Position the APs vertically near the ceiling in the center of each coverage area,
if possible. APs are designed to be installed vertically, either standing up in a
plenum or hanging from a ceiling, to create the largest coverage area per AP.

Hanging the AP from the ceiling provides the best coverage.

Position APs in locations where users are expected to be. For example, large

rooms are typically a better location for APs than a hallway.

Place APs no more than 40 meters apart from each other. Placing APs further

apart almost always results in poor coverage.
Do not mount APs outside buildings.

Do not mount APs on building perimeter walls unless the operator wants to

provide coverage outside the building.

Important: Do not mount AP antennas within one meter (3 feet) of any metal
obstructions. The radio frequency waves from the APs are blocked and/or
reflected by metal objects, such as ducts, conduit, pipes, bookcases, elevator

shafts, stairwells, and walls.

3.1.2 Three Sample Solutions to AP Placement Problems

In the first example, there is a large concrete wall in the middle of one coverage area.

Stellar AP | Deployment & Configuration & Troubleshooting Guide 13|
Page
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Concrete wall

The figure on the left shows a poor installation of two APs indicated with an X. The
figure on the right shows a better solution. Both APs are mounted in hallways. The
leftmost AP is moved to other side of wall to provide coverage on left side of the
wall and the rightmost AP is moved slightly left to provide better coverage to

overlap area.

In the second example, there is a large metal wall next to a planned location.

Ll LI

4 TR EA

LT

| (JJ1]1] |
11111

The figure on the left shows a poor installation of two APs indicated with an X. The
figure on the right shows a better solution. The right most AP is moved to the
hallway slightly to the right of one end of the metal wall. The left most AP is moved

up and to the left to provide better coverage to overlap area.

In the third example, the AP needs to be mounted in a right angle corner of a

hallway.

Stellar AP | Deployment & Configuration & Troubleshooting Guide 14|
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In the right angle corner of a hallway, mount the AP at a 45 degree angle to the two
hallways as shown in the figure on the right. The Alcatel-Lucent AP internal antennas

are not omnidirectional, and will cover a larger area if mounted this way.

3.1.3 Interferers

802.11b/g/n standards share the unlicensed Industrial, Scientific and Medical (ISM)
band (2.4 GHz) with a number of other wireless technologies. Bluetooth devices and
microwave ovens are the most common ones and can be found on a site where
WLAN will be deployed. AP placement should be chosen in order to minimize
interferences on the WLAN system’ s performance. Interferences by WLAN on other
technologies is not discussed, except cohabitation with DECT APs. For more

information, see Cohabitation with DECT APs.
Cohabitation with Bluetooth Devices

Bluetooth technology is based on frequency hopping over 79 channels in the 2400
to 2483.5 MHz band.

There are 3 power classes
Power class 1: max transmit power: +20 dBm (range 100 m)

o Voice application: do not mount an Alcatel-Lucent AP within 10 meters of a
power class 1 Bluetooth AP. The number of maximum simultaneous calls
on WLAN AP can decrease significantly if a Bluetooth AP class 1 emits

within 10 meters.

o 802b/g/n data application: for maximum throughput, do not mount an

Alcatel-Lucent AP within 10 meters of a power class 1 Bluetooth AP.
802.11b/g/n data throughput is reduced when a user within 10 meters

from a class 1 Bluetooth device in use. To ensure 80% of the maximum

Stellar AP | Deployment & Configuration & Troubleshooting Guide 15|
Page



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise

data throughput, users should be at least 10 meters away from a Bluetooth

class 1 device.
Power class 2: maximum transmit power: +4 dBm (range 10m)

o Voice application: do not mount an Alcatel-Lucent AP within 1 meter of a
power class 2 Bluetooth AP. WLAN handset users can experience cuts in
the audio when placed less than 1 meter from a Bluetooth class 2 device in
use. Cuts are less than 1 second long and can appear in bursts. General

audio quality is minimally impacted.

o 802b/g Data application: for maximum throughput, do not mount an

Alcatel-Lucent AP within 10 meters of a power class 2 Bluetooth AP.

o 802.11b/g data throughput is reduced when a user is within 10 meters
from a class 2 Bluetooth device in use. To ensure 80% of the maximum
data throughput, users should be at least 3 meters away from a Bluetooth

class 2 device.
Power class 3: max transmit power: 0 dBm (range 10 cm)

o Not tested, interferences should be minimal on WLAN.

Cohabitation with Microwave Ovens

Microwave ovens emit signals in the ISM band. Depending on how well the oven is
shielded, emissions can disturb WLAN applications. To reduce interference from
microwave ovens, check the label on the microwave which should provide the
central operating frequency. Most microwave ovens operate at a central frequency
of 2.45 GHz, Emissions occur in a large band, so typically disturb channels 6 to 11. In

this case, an AP close to a microwave oven should be set to channel 1.

Cohabitation with other WLAN APs

Stellar AP | Deployment & Configuration & Troubleshooting Guide 16 |
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Adjacent APs need to use different radio channels to prevent interference between

them. See Channel and Transmission power Considerations.

Cohabitation with DECT APs

Place WLAN APs at least 3.5 meters from DECT APs in order not to disturb DECT

communications.

3.1.4 Channel and Transmission power Considerations

Adjacent APs need to use different radio channels to prevent interference between
them. The 802.11b/g/n standard provides for three non-interfering channels:
channels 1, 6, and 11. APs within range of each other should always be set to non-
interfering channels to maximize the capacity and performance of the wireless

infrastructure, as shown in the diagram below.

If adjacent APs are set to the same channel, or use channels with overlapping
frequency bands, the resulting interference will cause a significant reduction in the

network performance and throughput, and will degrade overall voice quality.

In an 802.11a/n deployment, all 23 channels are considered non-overlapping, since

there is 20 MHz of separation between the center frequencies of each channel.
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However, since there is some frequency overlap on adjacent 802.11a channel
sidebands, there should always be at least one cell separating adjacent channels and

two cells separating the same channel, as shown in the diagram below.

Adjacent celis
should be at least 2
channels apan

>

— B 52 4 38 82— 44

adjacent ?
channels |
|

rethest 1400 108 118 200 108 1316

40 64 48 40 64 48

52 36 60 52 36 60

108 \ 116 100 108 116 100

Separate
same
channel by

gy 40 — 64 48 — 40 — 64 = 4B

For voice only applications: do not use the same channel for APs placed less than 3.5
meters from each other. This distance assumes that the AP's transmit power is 100
mW, For an interfering AP emitting at a different power level, the rule is, the
interferer has to be at such a distance that it should not been seen by the system at

more than —40 dBm.

For voice and data applications in 802.11b/g band: do not use the same channel for
APs placed less than 12 meters from each other. This distance assumes that the AP's
transmit power is 100 mW, For an interfering AP emitting at a different power level,

the rule is, the interferer has to be at such a distance that it should not been seen by

the system at more than —-47 dBm.

The transmission power of APs can be increased or decreased to provide more or

less AP coverage area. Generally, the transmission power setting should be the same
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for all APs in a facility. This minimizes the chance of higher-power APs interfering

with nearby lower-power APs and provides consistent coverage.

It is recommended to set AP power output to 100 mW. If this cannot be
accommodated, use a 50 mW setting or a minimum of 30 mW. With lower power
output settings, special attention must be made to AP placement to ensure there are
no frequency reuse issues. Regardless of the selected power level settings, all APs
and handsets must be configured with the same settings to avoid channel conflicts

and unwanted cross-channel interference.

In mixed 802.11b/g environments, set the power of the 802.11b and 802.11g radios
to the same setting, if they are separately configurable. For example, set both radio
to 30mW to ensure identical coverage on both radios. For mixed 802.11a/b/g
environments, where the AP uses all three radios types, AP placement should first be
determined by modeling for the characteristics of 802.114, since this environment
will typically have the shortest range. Then, the transmission power of the 802.11b
and 802.11g radios should be adjusted to provide the required coverage levels for

those networks, within the already established AP locations.

Where possible, all APs should be set to the same transmission power level within a
given radio type. For example, set all 802.11a radios to 50 mW and set all 802.11b
and 802.11g radios to 30 mW. It crucial to then set the transmission power of the
handset to match the transmission power of the APs. This will ensure a symmetrical
communication link. Mismatched transmission power outputs will result in reduced

range, poor handoff, one-way audio and other QoS issues.

3.2 Express mode

Stellar APs, by default, are running in “Express mode” . To configure the AP out-
of-box, connect the AP to the network and powered by POE or power adapter, and

ensure the AP could retrieve an IP address from the network.
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When the LED on AP would be in  “Green Blinking” state, a SSID named with “AP-
xx:xx" (xx:xx is the last 4 characters of the AP MAC address) will be able to detected
and connected. After associated with this WLAN SSID, the AP Web Based
Management page would be able to reached via below default URL: http://mywifi.al-
enterprise.com:8080/ or http://<AP_IP_Address>:8080/. After login with the default

account (user: Administrator / Password: admin), the “configuration wizard'
would be displayed on WBM configuration, user may follow the wizard to configure

the AP.
For more details, please refer to the QSG document of each AP model.

In case of some abnormal situation, below methods could help to make the AP back

to “factory settings” :
e Long pressing the “reset” button
e Command "“firstboot" + "reboot' input via Console or SSH connection

o Click "Clear All Configuration” from "WBM -> AP Configuration”

3.3 OV Cloud Mode

Stellar APs could be centralized managed by OmniVista Cirrus. A default OVC Server URL is
built-in AP software. The AP will be switched to OVC mode automatically when below two

conditions are met:
o AP network is able to reach the built-in OVC Server URL

e The AP hardware information has been correctly configured in OVC Server.

For more details, please refer to the related guides or documents of OmniVista

Cirrus.
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3.4 QV Enterprise mode

Stellar APs could also be centralized managed by OmniVista Enterprise. Below two methods

could be used to switch the AP to OVE mode:

o AP receives option 43 or option 138 from the DHCP server specifying the OmniVista

IP, the AP will boot up and connect to OmniVista 2500 for management.

e APin "Express mode” could be switched to OVE mode through Web Based

Management as below:

o Login AP WBM, go to "AP Configuration” , and click “Convert To

Enterprise” button.

AP Configuration X
Primary Name P Firmware  Operate Detailed Information
PVC
AP Name: AP1201H-2D:50 Edit
172.24.151. 114{AF)
AP1201H-2D:50 ™ 3.0.4.13 ®cfg  Oreboot MAC: DC:08:56:00: 2D:50
Location: Edit
SVC
Status: Working
MEMBER.
Role in Group: PVC
AP1101-C7:30 172,.24,191.113 3.0.4.19 of "
@cfg Oreboot Serial Number: $52182000092
Joining Model: OAW-AP1201H
Pending Firmware: 3.0.4.1%
Upgrade Time: Mon Jul 30 09:20:45 2018
Meighboring Group
Upgrade Flag: successfully
1P Mode: Static Edit
P 172.24.191.114
Netmask: 255.255.255.0

Default gateway: 172.24.191.2

DMS: 10,67.0.254

AP Mode: Express Edit

]

o Specify the OVE Server IP address, and press “Convert”

Convert To Enterprise

Management Server: | 171‘14‘190‘2351
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For more details, please refer to the related guides or documents of OmniVista

Enterprise.
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4 Software Upgrading

4.1 Upgrading in Express mode

Working in  “Express mode” , the AP software upgrading could be managed from
the Web Based Management. The software upgrading could be managed either in
the whole cluster or per single AP. While to avoid any incompatibility issue, strongly
recommend to keep all the APs within the whole cluster in the same software

versions.

Procedures of AP upgrading in the whole cluster

e Login AP WBM, go to "AP Configuration” , and click “"Upgrade All

Firmware” button.

AP Configuration X
Primary Name P Frmware Operate Detalled Information
PVC ~
AP Name: AP231-10:D0 Edit
192.168.30.94(AP)

AP231-10:D0 192.168.30.253(M) 3.04.17 ®ctiz Oreboot MAC: DC:08:56:00:10:D0

Location: Edit

svC

Status: Warking

APD1-CD:FO 192.168.30.49 3.0.4.17 & 0
g Oreboot Role in Group: PVC
MEMBER Serial Number: SSZ171800170
APOS-CD:70 192.168.30.65 3.0.4.17 @cte Oreboot Model: OAW-AP1221
APD6-BS:70 192.168.30.64 3.0.4.17 ®cte Oreboot Firmuare: 3047
- Upgrade Time: Thu Jul 19 17:31:43 2018

APD2-BC:10 192.168.30.70 3.0.4.17 Stz Oreboot Upgrade Flag: succsssully
AP03-BB:00 192.168.30.47 3.0.4.17 ®ctiz Oreboot
AP12-B7:30 192.168.30.73 3.0.4.17 @cte Oreboot v IF Mode: DHCP Edit

P 192.168.30.94

Netmask: 255.255.255.0

Default gateway: 192.168.30.1

DMS: 10.1.1.11

AP Mode: Express Edit

e Click the AP modes need to be upgraded, and select the AP firmware
accordingly. Then press “Upload All" .

Importance: Don't turn off the power during the upgrade process.
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Multi-model Upgrade
Model Firmware AP Quantity Upgrade Frmware
AP1220 3.04.17 1 Expand @ O ~
AP1101 30.4.17 9 Expand Image File Image File URL
AP1101 3.0.4.9020 5 Expand an
TopAP 8000 TAP-42200(H) 3.0.4.1020 1 Expand ST GAW-AP1101_3.04.1021.bin
APLZOIH 20411 ! Expand OAW-AP1101_3.0.4.1021.bin
Size
[lep1a20
=20
OAW-AP1220_3.0.4.1021.bin
Name
Size
v

Procedures of Single AP Software Upgrading:

e Login AP Cluster WBM, go to “AP Configuration” and Select the IP address

of AP which need to be upgraded.

AP Configuration
Primary Name P Frmware Operate Detailed Information
PVC N
AP Name: AP231-10:D0  Edit
102.168.30.94(AP)

AP231-10:D0 102.168.30.253m) 07 @iz Oreboot MAC: DC:08:56:00:10:D0

Location: Edit

svC

Status: Working

AP01-CD:FO 192.168.30.49 3.0.4.17 @cfe Orebo
g Oreboot Role in Group: FVC
MEMBER Serial Humber: 557171800170

AP05-CD:70 192.168.30.65 3.0.4.17 &tz Oreboot Model: OAW-AP1221

Fi : 3.0.4.17
APU6-B5:70 192.168.30.64 3.0.4.17 ®cte Oreboot rmware

b Upgrade Time: Thu Jul 18 17:31:43 2018

AP02-BC:10 192.168.30.70 3.0.4.17 ®crz Oreboot Upgrade Flag: successfully
AP03-BB:00 192.168.30.47 3.0.4.17 ®ctz Oreboot
AP12-B7:30 192.168.30.73 3.0.4.17 &tz Oreboot o IP Mode: DHCP  Edit

IP: 102.168.30.94

Netmask: 255.255.255.0

e A new WBM page (apui) will be opened. Click “Image File” from
“System” and select the AP software according to the AP model. Press

“Upload” button to start the upgrading.

Importance: Don't turn off the power during the upgrade process.
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O

Syslog Upgrade Firmware

Title Level Source

[dem] auth: Client a4:93:3f:e3:f0:58 tries to connect 2.4G radio, the Don't turn off the power during the upgrade process.
vap is ath01, disallowed by DCM, Deny count 2. & 192.168.30.65

[dem] auth: Client a4:93:3f:e3:f0:58 tries to connect 2.4G radio, the err ©Image File

vap is ath01, disallowed by DCM, Deny count 1.

192.168.30.65 OImage File URL

... | OAW-AP1220_3.0.4.1021.bin

* Name: OAW-AP1220_3.0.4.1021.bin
Size: 21.63 MB

Log Level: MNotice =7 @
Log File:

4.2 Upgrading in OV Cloud mode

When working in OVC (OmniVista Cloud) mode, the AP software could be
centralized managed through OVC management server. Single or all APs could be

upgraded as requested.

# Note: From AWQOS-3.0.4.x and later releases, the AP upgrading will be started in
30 minutes. Regarding the previous releases (AWOS-3.0.3.x), “manual restart” of

the AP would be required to trigger the upgrading.

Procedures of the upgrading in OVC mode:

Upgrade when registering a new AP to OV Cloud

e Login OV cloud, enter the Network -> inventory -> device Catalog page,
click the "+" button, enter the MAC and SN, and select the software version

that wants to be updated in the "Desired Software Version", then click create.
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# Home - Network - Inventory

Device Catalog

Add a Device

“Serlal Number WHS162101100

Device Catalog

Alcatel-Lucent @

Enterprise

B SupportCenfer  EMVideos @ About 6 Logout

NETWORIC > CONFIGURATION = UNIFREDD A SECURITY = ADMINISTRATOR = WLAN~  UPAM -

) incikaes & recuved el

Y PP ———

“MAC Address. IAETOB00:08:30

Desired Software Version| Do not Upgrade -
B
=} £ L
: e

30414
30415
30417
30418 I
304.19 -

e AP will be registered to OV cloud after upgrading to the selected version.

Upgrade for one reqgistered AP

e Go to the Network -> inventory -> device Catalog page, select the AP need

to be upgraded, and click the "Set Software Version" button.

#Home & B  Support Center ®Videos @ About @ Logou

NETWORK~  CONFIGURATION~  UNIFIEDACCESS+  SECURITY~  ADMINISTRATOR~  WIAN~  UPAM~

# Home Network - Inventory

Device Catalog

- OAW-API251

Basic Information

serial Number
557171700023 i

Part Number

903929-90

Model

OAW-AP1251

Current Saftware Version
3.04.19

Desired Software Version

Do not yparage

Device Catalog
u Manage Device Licenses B>

‘Advanced Filter

ow v 7 ] e 1 2 15 1 5]
Current Software Vers...

Desired software Vers.. Device Status Device Category Device Name 1P Address

Do not upgrade ) O Stellar AP AP-0150

Device Status

OV Managed i
Config Status
Unsaved

Device Category
stellar AP

MAC Address
DCOB56:00:01:60

AP Group

htipsy//192.168.10.30
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Set Software Version
Model Part Number(s) 1% Serial Number(s) Desired Software Version
OAW-AP1251 903929-90 S5Z171700023 Do not Upgrade =
| 3.0.4.10 -
3.0.4.1021 (Latest Ve.. l

3.04.12

3.0.4.13

3.04.14

e Select the version you want to upgrade in "Desired Software Version" and

click apply.

The AP will start to upgrade when the next callhome is sent.

Upgrade for multiple registered AP

e Go to the Network -> inventory -> device Catalog page, select multiple (or

all) AP need to be upgraded, and click the "Set Software Version" button

#Home & = Support Center  @MVideos @About & Logout

Alcatel-Lucent @

Enterprise NETWORK = CONFIGURATION ~

UMNIFIED ACCESS = SECURITY = ADMINISTRATOR~  WLAN~  UPAM =

INVENTORY = # Home Device Catalog

Device Ctalog I e -

Managed Inventory >

Network Inventory

wing All 17 items

o I 3 6

Eserial Number

Model Current Software Vers.. Desired Software Vers.. |# Device Status Device Category Device Na

AP-01:60

QAW-AP1101

OAW-AP1101

LN 2N A 20 AR A EC-RE- - - - K- - K-
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e Select the "Set Different Software Version For Each Model" option, select

the version to be upgraded in the "Desired Software Version" drop-down

box, and click apply.

Set Software Version

Q Search all ...

Model

DAW-AP1231

DAW-AP1221

DAW-AP1251

DAW-AP1222

DAW-AP1101

DAW-AP1201H

Showing all 6 items

(O Set Same Software Version For All Devices

| @ Set Different Software Version For Each Model |

Entries are groupe:l based on their Model |

Part Number(s)

903926-90, 903925-90

903919-90

903929-90

903921-90

903917-90

904012-90

serial Number(s)

557174501744, 5571732...

557170200020, 5571711..

557171700023

557173100141

WKS165100890, WKS16...

557181400073, 5571814..

Desired Software Version

Do not Upgrade

3.04.1021
3.04.12
3.04.13
3.04.14

3.04.15

Showing Page 1 of 1

o

e The APs will start to upgrade when the next callhome is sent.

4.3 Upgrading in OV Enterprise mode

When working in OVE (OmniVista Enterprise) mode, the AP software could be

centralized managed through OVE management server. Single or all APs could be

upgraded as requested.

# Note: Reboot of the AP is mandatory during the AP upgrading, so no WLAN

service at that moment.

Procedures of the upgrading in OVE mode:

AP Software versions uploading:
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e Log in OV Enterprise, enter the Configuration--Resource Manager--Upgrade

Image page, click import to upload the AP software version to be upgraded.

#lome & ?Help  ®WMVideos @ADout @ Logout

Alcatel-Lucent @

Enterprise NETWORK =  CONFIGURATION > UNIFIED ACCESS = WIAN~  UPAM -

SECURITY~  ADMINISTRATOR ~

RESOURCE MANAGER # # Home

Resource Manager
e Uperade Imae (oo [+ 1B

Backup/Restore

Configuration - Resource Manager - Upgrade Image

Upgrade Image Q searc

Inventory
D — Mo Items To Show
wto Configuration _
ADD TO REPORT
—— ooe
. Type Date Version Description
Settings

No items to show

show (1000 showing Page 1 0f 1

File AWO0S 3.0.4.1021.zip

o After uploading the AP software version, select the file, and click the install

button, and then go to devices selection step.

# Home & ?Help @ Videos @ About & Logout

Alcatel-Lucent @

Enterprise NETWORK ~

SECURITY >  ADMINISTRATOR*  WIANY  UPAM v

CONFIGURATION > UNIFIED ACCESS =

RESOURCE MANAGER » RGN

Resource Manager
i Upgrade Image 3

Backup/Restore

Configuration Resource Manager Upgrade Image

Upgrade Image Q searc

Inventory
Showing All 1 item

Auto Configuration :

w8 [oorowon [ 2 16 2]
Switch File Set
Type Date Version Description

Settings
Aug 17, 2018 10:17:38 pm 3.04.1021 AP firmware images: [DAW-AP1220_3.0.4.1021.bin,
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Enterprise
RESOURCE MANAGER # 1. Firmware File Selection Firmware File Selection
Resource Manager . =
L 2. Devices Selection
File Name AWO0S_3.0.4.1021.zip
Backup/Restore
Y File Details
Upgrade Image Sortby File Name -[]a Search By File Name

Inventory
Auto Configuration

OAW-AP1101_3.0.4.1021.bin

Version: 3.0.4.1021; Description: OAW-AP1101 3.0.4.1021; Date: <N/A>; File Size- 14221387

OAW-AP1201_3.0.4.1021.bin

Version: 3.0.4.1021; Description: OAW-AP1201 3.0.4.1021; Date: <N/A>; Fi

Switch File Set

Settings

[ OAW-AP1201H_3.0.4.1021.bin

Version: 3.0.4.1021; Description: OAW-AP1201H 3.0.4.1021; Date: <N/A>; File Size: 14352455

OAW-AP1220_3.0.4.1021.bin

Version: 3.0.4.1021; Description: OAW-AP1220 3.0.4.1021; Date: <N/A>: File Size: 22676362

OAW-AP1230_3.0.4.1021.bin

Version: 3.0.4.1021; Description: OAW-AP1230 3.0.4.1021; Date: <N/A>; File Size: 25822098

OAW-AP1250_3.0.4.1021.bin

Version: 3.0.4.1021; Description: OAW-AP1250 3.0.4.1021; Date: <N/A>; File Size: 22152074

Total: 1 page 1

Upgrade per AP/APs

Click the "next” to open the device selection window. Click the ADD button
of device and use “Use Picker" or "Use Topology App" to select the AP to
be upgraded.

? Help W Videos ® About @ Logout

Alcatel-Lucent @

Enterprise NETWORK =  CONFIGURATION=  UNIFIEDACCESS=  SECURITY~  ADMINISTRATOR>  WLAN~  UPAM~

Stellar
Page

# Home Configuration Resource Manager Upgrade Image

Upgrade Image @)
= Install Upgrade Software
1. Firmware File Selection Devices Selection

2. Devices Selection

List of Sele| Us¢ Pieker

@ search all| Use Topology App

B Friendly Name Type Version Status Name Address MAC Address Location DNS Name

No items to show

‘ 3

Show 1600 v Showing Page 1 of 1 1

ﬁ

In the "Use Picker" page, select the AP, and click the add button to add to the

selected window, then click OK
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Upgrade per AP Group

AVAILABLE 1
Q search
+| Friendly Name Type

OAW-AP1101

v | 192.168.51.1

status Name

AP-06'50

Address

192.168.51.7

‘

Show 1000 »

In the "Use Topology App" page, select the AP need to be upgraded and click

OK.

Alcatel-Lucent @

Enterprise
@ Physical Network +

Y Highlight Panel Hide

@ Device O Link O Alarm
Device Status

O wm

O pown (0)

QO warning (0)

Device Type

O stack (@

O virtual chassis (©)

O omniAccess Stellar APs (1)
Device Configuration

O Need certify (0)

O unsaved (0)

Device Synchronization
O Need Synchronize (0)

MultiMedia Services
O cateway (0)
O Tunnel (o)

O Responder (0)

Showing Page 1 of 1

NETWORK=  CONFIGURATION =  UNIFIED ACCESSw  SECURITY~  ADMINISTRATOR~™  WIANY  UPAM =

Add All »

SELECTED O

Q Search

‘

Friendly Name

Show 1000 »

Type

# Home

Alcatel-Lucent @

Enterprise
Version Status Name Address
No items to show
5
Showing Page 1 of 1 1

7 Help

W Videos @About @ Logout

u- DRl Voo Level Actions ~ nn3/
Detail Panel

1 Device selected .

Type
OAW-AP1101

Version
30419

Address
192.168.51.1

MAC Address.
34:e7:0b:00:06:50

Serial Number

WKS163500001
Status

Location

<N/A>

System Contact
http://www.al-enterprise.com

Name
AP-06:50

DMS Name

o]

e ———1
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Select AP Groups, and click the Add button, and click OK.
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AVAILABLE 1 SELECTED O
Q Search al Q Search
Name Name
default group | :
Add All »
show 1000 « Showing Page 1of 1 1 Show | 1000 »

Alcatel-Lucent

Enterprise

No items to show

Showing Page 1 of 1 1

-

o After selecting the AP, click the “Next” to enter the Software Installation

page.

# Home

Alcatel-Lucent @

Enterprise NETWORK~  CONFIGURATION=  UNIFIED ACCESSw  SECURITY~  ADMINISTRATOR ~

# Home Configuration Upgrade Image

Upgrade Image

Resource Manager

?Help ®WMVideos @About @ Logout

WIAN®  UPAM~

(?
L

= Install Upgrade Software

1. Firmware File Selection

2. Devices Selection

3. Software Installation

Devices Selection

0 Devices m 1AP Group m

List of Selected AP Groups

Q@ Search
>
Name
[[] default group

show 1000 v
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# Home ? Help WM Videos @ About = Logout |
Alcatel-Lucent @
Enterprise NETWORK CONFIGURATION ~ UNIFIED ACCESS = SECURITY »  ADMINISTRATOR >  WLAN~ UPAM ~
# Home - Configuration - Resource Manager Upgrade Image
Upgrade Image (2
= Install Upgrade Software
1. Firmware File Selection Software Installation

2. Devices Selection

- oot sootoo o T/
3. Software Installation File Details L

Searc

Clicking on this button to enter full-
screen view to see more data.

File Name Version Description Date
a - uul m

OAW-AP1201H_3.0.4.1021.bin 3.0.4.1021 OAW-AP1201H 3.0.4.1021
0AW-AP1101_3.0.4.1021.bin 3.0.4.1021 0AW-AP1101 3.0.4.1021 14221387
0AW-AP1230_3.0.4.1021.bin 3.0.4.1021 OAW-AP1230 3.0.4.1021 25822098
0AW-AP1250_3.0.4.1021.bin 3.0.4.1021 0AW-AP1250 3.0.4.1021 22152074
0AW-AP1201_3.0.4.1021.bin 3.0.4.1021 OAW-AP1201 3.0.4.1021 22676359
i
show:[ All Showing All 6 rows | ‘ ‘

e Click the "install software" button to enter the upgrade page.

# Home ?Help  ®MVideos @About @ Logout

Alcatel-Lucent @

Enterprise NETWORK=  CONFIGURATION »  UNIFIED ACCESS»  SECURITY > ADMINISTRATOR>  WIAN~Y  UPAM =

# Home - Configuration - Resource Manager Upgrade Image

Upgrade Image &)
= Install Upgrade Software
Finish
& .csv
Sortby IP Address - 1i search ..
a IP Address Status Message Timestamp

192.168.51.1 IN PROGRESS Transferring file imports/ss20180817- Aug 17, 2018 2:43:11

0001/0AW-AP1101_3.0.4.1021.bin ... pm
192.168.51.1 IN PROGRESS Starting operation on the device ... Aug 17, 2018 Z:43:11

pm
Total: 1 page 1
“nn

# Note: 7o avoid incompatibility issues, suggest keeping the same AP software
version in the AP group. So, it’ s better to use “AP Group” when upgrading the
APs.
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4.4 Upgrading through Bootloader

In some specific cases, the AP may be not in a normal operation state, which cannot
be succeeded upgraded though any of the working modes. It will need to upgrade

the AP through Bootloader.

4.4.1 Entering Bootloader

To enter the bootloader, it will need to connect the console port and open the
console session. During the AP initialization, pressing any key when below words

showing on the screen of console:

Hit any key to stop autoboot: O

4.4.2 AP1101

Procedure of the upgrading AP1101 through bootloader:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
m OAW-AP1101-UBOOT_KERNEL_3.0.x.x.bin
m OAW-AP1101-UBOOT_ROOTFS_3.0.x.x.bin
v To enter the bootloader during AP initialization, which is described in 4.4.1.
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129
v AP upgrading through bootloader

Stellar AP | Deployment & Configuration & Troubleshooting Guide 34|
Page



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise

# set bootcmd bootm 0x9f050000
# mw 0x18060008 0x0

# set lk-aos "tftp 0x80060000 OAW-AP1101-UBOOT_KERNEL_3.0.x.x.bin &&
erase 0x9f050000 +0x180000 &&cp.b 0x80060000 0x9f050000 0x180000"

# set If-aos "tftp 0x80060000 OAW-AP1101-UBOOT_ROOTFS_3.0.x.x.bin &&
erase 0x9f1d0000 +0xc20000 &&¢cp.b 0x80060000 0x9f1d0000 0xc20000"

# run lk-aos && run If-aos && reset

4.4.3 AP1220 Series

Procedure of the upgrading AP1220 Series through bootloader:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
m OAW-AP1220-UBOOT_FIRMWARE_3.0.x.x.bin
v To enter the bootloader during AP initialization, which is described in 4.4.1.
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129
# save
v AP upgrading through bootloader
# tftpboot 0x84000000 OAW-AP1220-UBOOT_FIRMWARE_3.0.x.x.bin

# nand erase 0x0 0x10000000 && nand write 0x84000000 0x0 $filesize

Stellar AP | Deployment & Configuration & Troubleshooting Guide 35|
Page



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise

# nand read 0x85000000 0x0 $filesize
# md5sum 0x85000000 $filesize
# reset
v After AP reboot, entering below commands to make dual system working.
# fm_switch

# reboot

4.4.4 AP1230 Series

There' re two Ethernet ports on AP1230 Series, one is Gigabit Ethernet port, another
one is 2.5 Gigabit Ethernet port. We MUST use the Gigabit Ethernet port for both
upgrading AP through bootloader and upgrading UBoot version.

Procedure of the upgrading AP1230 through bootloader:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
m OAW-AP1230-UBOOT_FIRMWARE_3.0.x.x.bin
v To enter the bootloader during AP initialization, which is described in 4.4.1.
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129
# save

v AP upgrading through bootloader
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# tftpboot 0x42000000 OAW-AP1230-UBOOT_FIRMWARE_3.0.x.x.bin

# nand erase 0x0 0x10000000 && nand write 0x42000000 0x0 $filesize &&
nand read 0x42000000 0x3000000 $filesize

# nand read 0x43000000 0x0 $filesize && md5sum 0x43000000 $filesize

# nand read 0x44000000 0x3000000 $filesize &8& md5sum 0x44000000

$filesize
# reset

v After AP reboot, entering below commands to make dual system working.
# fm_switch

# reboot

445 AP1251
Procedure of the upgrading AP1250 Series through bootloader:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
m OAW-AP1250-UBOOT_FIRMWARE_3.0.x.x.bin
v To enter the bootloader during AP initialization, which is described in 4.4.1.
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11

# set serverip 172.16.18.129

# save
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v AP upgrading through bootloader
# tftpboot 0x84000000 OAW-AP1250-UBOOT_FIRMWARE_3.0.x.x.bin

# nand erase 0x0 0x10000000 && nand write 0x84000000 0x0 $filesize &&
nand read 0x84000000 0x03000000 $filesize

# nand read 0x85000000 0x0 $filesize && md5sum 0x85000000 $filesize

# nand read 0x83000000 0x03000000 $filesize && md5sum 0x83000000

$filesize
# reset
v After AP reboot, entering below commands to make dual system working.
# fm_switch
# reboot

4.4.6 AP1201

Procedure of the upgrading AP1201 Series through bootloader:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
B OAW-AP1201-UBOOT_FIRMWARE_3.0.x.x.bin
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129
v AP upgrading through bootloader

# tftpboot 0x84000000 OAW-AP1201-UBOOT_FIRMWARE_3.0.x.x.bin
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# nand erase 0x0 0x8000000 && nand write 0x84000000 0x0 $filesize &&
nand write 0x84000000 0x03000000 $filesize

# nand read 0x85000000 0x0 $filesize && md5sum 0x85000000 $filesize
Second check Md5 Command:

# nand read 0x83000000 0x03000000 $filesize && md5sum 0x83000000

$filesize

# reset

4.5 Upgrading UBoot

Normally, it s NOT necessary to upgrade UBoot software of APs. While in some
very special cases, the new UBoot software version maybe needed to solve some

issues.

This chapter describes the procedure of the UBoot upgrading for different AP

models.

4.5.1 AP1101

Procedure of UBoot upgrading:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
B hos-r21-boot.bin
v To enter the bootloader during AP initialization, which is described in 4.4.1.
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129

ath> set ipaddr 172.16.18.11
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ath> set serverip 172.16.18.129
v" UBoot Upgrading

ath> run lu

4.5.2 AP1220 Series

Procedure of UBoot upgrading:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
B OAW-AP1220-uboot_1.x.bin
v To enter the bootloader during AP initialization, which is described in 4.4.1.
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129
v" UBoot Upgrading
# tftpboot 0x84000000 OAW-AP1220-uboot_1.x.bin

# imgaddr=0x84000000 && source $imgaddr:script && reset

4.5.3 AP1230 Series

Procedure of UBoot upgrading:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
B OAW-AP1230-uboot_1.x.bin

v To enter the bootloader during AP initialization, which is described in 4.4.1.
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v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129
# save
v" UBoot Upgrading
# tftpboot 0x42000000 OAW-AP1230-uboot_1.x.bin
# imgaddr=0x420000008&8&sf probe&&source $imgaddr:script

# reset

4.5.4 AP1251

Procedure of UBoot upgrading:
v To setup a TFTP server on a PC, and put the images on the TFTP server path:
B OAW-AP1250-uboot_1.x.bin
v To enter the bootloader during AP initialization, which is described in 4.4.1.
v Network configuration (IP Address, TFTP Server Address...)
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129
# save
v UBoot Upgrading

# tftpboot 0x84000000 OAW-AP1250-uboot_1.x.bin

Stellar AP | Deployment & Configuration & Troubleshooting Guide 41 |
Page



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise

# imgaddr=0x84000000 source $imgaddr:script && reset

455 AP1201

Procedure of UBoot upgrading:

v' To setup a TFTP server on a PC, and put the images on the TFTP server path:
B OAW-AP1201-uboot 1.x.bin

v To enter the bootloader during AP initialization, which is described in 4.4.1.
Example: IP address=172.16.18.11; TFTP Server Address=172.16.18.129
# set ipaddr 172.16.18.11
# set serverip 172.16.18.129

v UBoot Upgrading
# tftpboot 0x84000000 OAW-AP1201-uboot_1.0.bin
# imgaddr=0x84000000 source $imgaddr:script

# reset
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Features and Configurations

4.6 ACS & DRM

4.6.1 Feature description

Adjacent APs need to use different radio channels to prevent interference between them.
APs within range of each other should always be set to non-interfering channels to
maximize the capacity and performance of the wireless infrastructure. Please check chapter

3.1.3 for more detail.

To avoid mutual interference with adjacent APs, ACS (auto channel selection) could be used
to make the AP to check and select a best channel under the radio environment
automatically. The algorithm will help the AP to find the channel with best radio

performance.

And if working on 5G radio, the DRM could be used to define a “Channel List” to make the

AP to select the channels from the list.

4.6.2 Configuration and Recommendation

e Login the WEB Ul and go to “Wireless” sub-menu. As below.

About Help | English ]|

Alcatel-Lucent @ AP Group : AP-Group - 172.16.25.222 Administrater Logout

Enterprise Teols | Polling Cycle: 30s -

WLAN Name Status Clients Primary Name Status Clients
SSID_Y_RF . 0 o AP-C1:D0 Wiiarkin
& AP-DB:20 Vilarkin

9 AP-04:20 Wirkin

Vilarkin

0
[
[
@ AP-AZ:ED [

& &8 a

User Name P MAC WLAN Auth 8 8 I

\ System v
Wireless v

Access v

e Goto "RF" configuration, and select the AP to be configured.
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2aumz oz " = —n
Client Band Ciient Health

m
»

Wireless
@5\ w26t sene & WIDS/WIPS Performance Optimization
Rogue Suppress: . Tioff! Background S
2.4GHz Channel Distribution Koround scanning L &
Dynamic Blacklist: . Toffh
L Wireless Attack Detection: . Jff) Scanning Intervak: 205
T ' )0
Scanning Duration:
Unknown AP Soms T :
@34ETOBOIDB20 O 3I4ET0B000420 ® 3 4 S0 60 T 80 % 160 1i0
®34E70803C100
Interfering AP Load Balance: [ @
N R i Teshld: w0 w0
| Roaming RSST:
Rogue AP ing 296 0 & 0 B

Voice and Video Awareness: '

5GHz
Channel

2uto(165) s 3 AP-C1:D0
auto(48)
auto(s4)
auto(153)

RF Information

34:¢7:0b:03:c1:d0

=

ON

Select the AP to configure
Channel: auto(1)

Power(dBm): auto(6)

Channel Width(MHz): 20

e The ACS could be turn ON/OFF separately on 2.4GHz or 5GHz.
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RF Configuration

AP

AP-C1:D0
AP-04:20
AP-DBE:20
AP-A2:E0

2.4GHz

5GHz

Power(dBm) Channel

auto(5)
auto(s)
auto(11)
auto(20)

auto(165)
auto(48)
auto(64)
auto(153)

/ =
Automatic channel aPC

5GHz

Power(dBm)
auto(7) 4
auto(24) 4
auto(20) s
auto(23) ra

switch
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Edit RF Information
AP Name: AP-C1:D0

AP MAC: 34:67:0b:03:c1:d0

2.4GHz

‘ Channel:

Power(dBm):

(Channel
Width{MHz):

5GHz

ACS:

e On 5GHz radio, the DRM could be configured.

RF Configuration
AP

AP-C1:D0
AP-04:20
AP-DB:20
AP-A2:ED

4.7 APC

2.4GHz

5GHz

Power(dBm) Channel

2uto(6)
auto(6)
auto(11)
auto(20)

4.7.1 Feature description

2uto(165)
2uto(48)
uto(64)
auto(153)

5GHz
Power(dBm)
2uto(7)
auto(24)
auto(20)
auto(23)

Automatic channel

switch

Edit RF Information

|Ac5:

APC:

[ channe:

Power(dBm):

Channel
Width(MHz):

Channel List:

ote : The RF configuration requires 30 seconds to take effect on
the AP after you click 'Save, it is not recommended to make other

In order to have a better radio coverage, and less mutual interference between the adjacent

APs, APC (Auto Power Control) could be used to make the AP to scan the other APs

transmission power, and then to calculate and control its owner RF transmission power.
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4.7.2 Configuration and Recommendation

APC configuration is similar to ACS, which has been described in 5.1.2.

APC could be turned ON/OFF separately on 2.4GHz or 5GHz as below.

4.8 Load Balancing

2.4GHz 5GHz
Power(dBm) Channel

auto(3) auto(48)
auto(17) auto(64)

auto(s) 56_low:auto..
5G_high:aut..

auto(s) auto(48)

2.4GHz 5GHz
Power(dBm) Channel

auto(3) 2uto(48)
auto(17) auto(64)

auto(s) 56_low:auto
5G_high:aut..

auto(5) auto(48)

4.8.1 Feature description

5GHz

Power(dBm)

auto(5) AP Name: AP-D4:E0
auto(18)

56_lowsauto.. 4

e [EESEN,

auto(13) 7

Edit RF Information

AP MAC: ae:af:60:18:04:¢0

ACS:

/|A”C

. | Channel:
Automatic power switch

r(dBm):

Channel
Width{MHz):

5GHz

ACS:

5GHz
Power(dBm)

s A [

auto(18) ra ACS:

5G_low:auto. rd
5G_high:aut. .. APC
auto(13) / Channel: N
‘ Power{dBm): s (323) |

Edit RF Information

Automatic power switch  Channel
Width(MHz):

Channel List:

Note : The RF configuration requires 30 seconds to take effect on
the AP after you click 'Save!, It is not recommended to make other
RF changes on this AP during this pericd.

=a
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Load balancing is used to make the wireless clients could be associated to the AP with good

performance, by checking the number clients associated, and uplink RSSI info synchronized

between the neighbor APs.
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It' s balancing the clients working on the same radio band.

4.8.2 Configuration and Recommendation

The “load balancing” could be activated from “WEB UI -> Wireless” page as below:

ﬂ Wireless -~
£ RF ®2.46Hz  Os6Hz £+ wIDS/wIPS Performance Optimization
Background Scanning ﬂ .
N Rogue Suppress: | . | off
2.4GHz Channel Distribution
Dynamic Blacklist: . off Scanning Interval:
20s
oo toen Wireless Attack Detection: . off 567 & 910111213 1415 16 17 18 1920
Scanning Duration:
20ms
Unknown AP A
@ 34ET:0B:02:CBF0 34E7:0B:02BC:10
@ DC:08:56:00:10:D0 34ET7.0B:02:BB:00 L
Band Steering: . Exclude
@ 34ET:0B:02:B5:70 ﬂ -
Load Balnce: .
|
Interfering AP RSSI Threshold: 2.4G: 5G: 10 & Save
5 %
|
Roaming RSSL: 2.4G: 5G: 15 = Save
Rogue AP 109
Voice and Video ﬁ )
0 50 Y Awareness:

4.9 Band Steering

4.9.1 Feature description

Dual-band devices could be associated with the AP either in 2.4GHz or 5GHz. “Band
Steering” feature is able to help this kind of devices to be associated on a better radio

band, which is based on:
e RSSIin 5GHz radio.
e REF utilization of the channel of each radio band.
e Number of stations on the radio
e The difference of the stations on the two radio bands.

The band steering feature is handled during “Pre-association” phase.
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4.9.2 Configuration and Recommendation

The "load balancing” could be activated from “WEB UI -> Wireless” page as below:

Wireless
£ RF @n.acHz Oseiz T wiDS/wIPS Performance Optimization
Background Scanning ﬂ . A
o Rogue Suppress: |, | off
2.4GHz Channel Distribution ,
Dynamic Blacklist: . off Scanning Interval:
®5 o1 en on: 205
Wireless Attack Detection: | | |off 567 89 01112131415 16 17 18 1920
Scanning Duration:
20ms
Unknown AP 20 30 4 S0 60 T 80 S0 100 110
@ 34E7:0B:02:CBFO 34ET7:0B:02.BC:10
@ DC:08:56:00:10:D0 34ET7.0B:02:BB:00 .
Band Steering: . Exclude
@ 34E7:0B:02:B5:70 u -
Load Balance: u )
[
Inferfering AP L RSSI Threshold: 2.4G: s6: | 10 [
5 [+
I
| Roaming RSSL: 2.46: s6: 15 [3
Rogue AP 0 lEI
|
Voice and Video u .
0 50 90 Awareness:

4.10 Background scanning
4.10.1 Feature description

4.10.2 Configuration and Recommendation

4.11 Voice over WLAN
4.11.1 Feature description

4.11.2 Configuration and Recommendation

4.12 <More features to be introduced>
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5 Useful CLI Commands
5.1 System information
v Free // To check the memory usage.
Example:
Support@AP-C7:20:~%
SuUpport@aP-C7:20:~% free
total used free shared buffers
Mem: 245560 1432608 101952 11420
-/+ buffers: 132188 113372
Swap: 0 0

0
Support@AP-C7:20:~%

v’ Showsysinfo  // To check the AP hardware information.
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Example:

SuUpport@aP—C7:20
support@aP-C7:20
company Name

SN
(0AW-AP1221

pevice Model

MAC :
Country:
IADS-WNG

software Name

Software version:
Hardware Version:
:903921-90

Revision:
Essid prefix:

Part Number

Cluster Describe
Legal

SUpport@AP-C7:20

3
:~% showsysinfo
1ALE USA Inc.

552170300020

34:E7:0B:03:C7:20
Rl

3.0.0
1.10

mywifi

IAP Group
website:
iCopyright 1995-2016 ALE USA Inc.
Describe: ;

http://wew. al-enterprise. com
ALL RIGHTS RESERVED WORLDWIDE

v ps [grep <process>

// To check the status of the related software process.

Example:
SUppoOrt@AP-C7:20:~% ps |grep cluster
13157 root 5532 s /sbin/cluster_mgt -I 666 -p ff:ff:ff:ff:ff:ff
13158 root 3144 5 /sbin/cluster_cor -I 666 -p ff:ff:ff:ff:FfF:ff
20756 support 1344 = grep cluster
SUppOrt@AP-C7 :20:~%
SUpport@AP-C7:20:~%
SUpport@AP-C7:20:~% ps |grep wam
2846 root 2916 5 wam -g /var/run/wam/global -d -f /var/log/wam.log
22860 support 1344 R grep wam
Support@AR-C7:20:~%
. , .
v ps [grep D // To check if there’ s any software process in D (dead) state.
Example:
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Support@aP-C7:20:~% ps |grep D
FID USER W5Z S5TAT COMMAND

Alcatel-Lucent @

19314 root 4528 5 Jusr/sbin/lighttpd -p -f Jetc/lighttpd/Tighttpd_https. conf

31185 support 1344 R grep D
SUpport@AP-C7:20:~%

v uptime // To check the AP run time

Example:

SUpPOrt@AP-C7:20:-% uptime
21:13:00 up  2:24, oad average: 0.58, 0.39, 0.38

v date // To check AP system date and time

Example:

SUppoOrt@AP-C7:20:~% date
wed Nov 22 21:18:17 2017

v ssudo passwd // To modify the password of “support” account

Example:

support@AP-C7:20:~%
support@AP-C7:20:~% ssudo passwd
changing password for support

New password:

Bad password: too weak

Retype password:

password for support changed by root
SuUpport@aP-c7:20:~%
support@AP-C7:20:~%

v showver // To check AP firmware version

Example:

SUppPOrt@AP-C/ 120 :~%
SUppoOrt@AP-C7:20:~% showver
3.0.0.63
SUpport@AP-C7:20:~5

v’ reset reason get // To check the recent reset reasons

Example:

SUpport@AP-78:00:~% reset_reason get
[1] Fri Nov 17 18:32:32 2017 quate firmware
[1] Mon Nov 20 10:56:04 2017 Clear all configuration
[1] Tue May 30 00:02:39 2017 ZTP-reboot

[1] Tue may 30 00:00:12 2017 power off reboot
[1] Tue May 30 00:00:12 2017 power off reboot
[1] Tue May 30 00:00:12 2017 power off reboot

[1] Mon Nov 20 07:54:43 2017 Restore all configuration
[1] Tue May 30 00:00:11 2017 power off reboot

[1] Thu Nov 23 16:38:56 2017 uUpdate firmware

[1] Thu Nov 23 18:06:32 2017 Restore all configuration

g
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v’ ssudo firstboot // To clear all the settings and reset to factory.

Example:

SuUpport@AP-36:D0:~%
support@AaP-36:D0:~% [ssudo firstboot

his will erase all settings and remove any installed packages. Are you sure? [N/y]

¥
evfrrrtdb'lcuckd- is mounted as foverlay, only erasing files
SUpport@AP-36:D0:~3[ ssudo reboot]

sSubport@AP-36:D0:~%

v'  ssudo reboot // To reboot the AP device

Example:

Eﬂﬁﬁﬁfféﬁb—ééiﬁﬁi~§ ssudo reboot
SUpport@AP-36:D0:~%

v’ iwpriv wifi0 getCountry //To check the “Country Code” of the AP

Example:

support@apP-78:00:~%

support@AP-78:00:~% iwpriv wifi0 getCountry
wifio getCountry :CN

Support@ap-78:00:~%

SuUpport@AP-78:00:~% dwpriv wifil getCountry
wifil getCountry :CN

SUpport@AP-78:00:~%

v cat /proc/kes_syslog // To check the system log and filter could be used for

specific requests.

Example:

SUpPOrt@AP-78:00:~§

support@aP-78:00:~§ cat /proc/kes_syslog
t txpower= 3]--[atp_control.c:558]
15:32:29

Mon Nov 27 017 kern.warn kernel: [264341.910000] wmi_unified_vdev_stop_send for vap 0 (864f0000)

Mon NOwv 2017 kern.warn kernel: [264341.910000] sTOPPED EVENT for vap 0 (864T0000

Mon Nov 2017 kern.warn kernel: [264341.950000] oL vap_start +

Mon NOv 2017 kern.warn kernel: [264341.950000] wmi_unified_vdev_start_send for vap 0 (864f0000)

MOon NOV 2017 kern.warn kernel: [264341.950000] OL vap_start -

Mon Nov 27 15:32:29 2017 daemon.notice [DRM-L0G]: [radio 2 ifname is NuLL]--[atp_control.c:453]

Mon NOwv 2017 kern.warn kernel: [264342.010000] ol_vdev_start_resp_ev for vap 0 (864f0000)

Mon Nov 2017 kern.warn kernel: [264342.010000] wmi_unified_vdev_up_send for vap 0 (864f0000)

Mon Nowv 2017 kern.warn kernel: [264343.110000] [wifil] FwLOG: [2252392] WAL_DBGID_TX_BA_SETUP ( Ox436980, 0x6, 0x19, Ox10040, 0x7cb0a507 )
Mon Nov 2017 kern.warn kernel: [264343.110000] [wifil] FwLOG: [22522396] WAL_DBGID_TX_BA_SETUP ( Ox436980, OxO, Ox2c4, 0x10040, O0x7ch0as07 )
Mon Nowv 2017 user.notice core-mon: timer CORE_TIMER_CHECK_ONLINE_USR_ALIVE

Mon Now 2017 user.notice core-mon: online user = [1], alive = [1]

Mon Nowv 2017 user.notice core-mon: timer CORE_TIMER_CHECK_WAM

Mon Nowv 2017 kern.warn kernel: [264355.110000] [wifil] FwWLOG: [2264667] WAL_DBGID_TX_BA_SETUP ( Ox436980, 0x0, Ox0, Ox2, 0x7ch0a507 )

Mon NOwv 2017 kern.warn kernel: [264355.110000] [wifil] FwLOG: [2264668] wAL_DBGID_TX_BA_SETUP ( Ox436980, Ox6, Ox0, Ox2, 0x7ch0a507 )

Mon Nov 2017 kern.warn kernel: [264359.110000] [wifil] FwLOG: [2268809] WAL_DBGID_TX_BA_SETUP ( Ox436980, 0x0, 0x2c6, 0x10040, 0x7ch0as07 )
Mon Nowv 2017 kern.warn kernel: [264365.110000] [wifil] FwLOG: [2274907] WAL_DBGID_TX_BA_SETUP ( Ox436980, 0x0, Ox0, Ox2, 0x7ch0a507 )

Mon Nowv 2017 kern.warn kernel: [264368.020000] Inst RSSI value of node-7c:b0:c2:bc:a5:07: 5

Mon Nov 2017 kern.warn kernel: [264368.030000] Inst R5S5I value of node-7c:b0 7

Mon Nov 2017 kern.warn kernel: [264368.030000] Inst R5S5SI value of node-7c:

Mon Nowv 2017 kern.warn kernel: [264368.020000] Inst RSSI value of node-7c:ib0:c2:bc:

Mon Nov 2017 kern.warn kernel: [264368.030000] Inst RSSI value of node-7c:b0:c2:bc:
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5.2 Wireless Management
v Iwconfig // To check the wireless configuration
Example:
SuUpport@aP-78:00:~% iwconfig
br-wan no wireless extensions.
ifh0 no wireless extensions.
athol IEEE 802.11lng ESSID:"testl”
Mode:Master Freguency:2.412 GHz Access Point: DC:08:56:00:78:01
Bit Rate:144.4 Mb/s Tx-Power=20 dBm
RTS thr:off  Fragment thr:off
Power Management :off
Link qQuality=0/94 signal level=-85 dBm MNoise level=-95 dem
rRx invalid nwid:2 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0
gre0 no wireless extensions.
wifi0 no wireless extensions.
1o no wireless extensions.
gretapd no wireless extensions.
teqlo no wireless extensions.
athll-untag no wireless extensions.
athscanl IEEE 802.1lac ESSID:"athscanl”
Mode:Monitor Fregquency:5.18 GHz Access Point: Not-Associated
Bit Rate:866.7 Mb/s  Tx-Power=23 dBm
RTS thr:off  Fragment thr:off
Power Management:off
Link Quality=0/94 s=ignal level=-95 dBm MNoise level=-95 dEm
Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0
imgl no wireless extensions.
athOl-untag no wireless extensions.
athll IEEE 802.1lac ESSID:"testl”
Mode:Master Freguency:5.18 GHz Access Point: DC:08:56:00:78:09
Bit Rate:866.7 Mb/s Tx-Power=23 dBm
RTS thr:off  Fragment thr:off
Power Management :off
Link Quality=87/94 35ignal level=-62 dBm MNoise Tevel=-95 dBm
Rx invalid nwid:12 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0
athscan0 IEEE 802.11lng ESSID:"athscan0”
Mode:Master ~Freguency:2.412 GHz Access Point: DC:08:56:00:78:00
Bit Rate:144.4 mb/s Tx-Power=20 dem
RTS thr:off  Fragment thr:off
Power Management :off
Link qQuality=0/94 signal level=-95 dBm MNoise level=-95 dEm
Rx invalid nwid:2503 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0
ethd no wireless extensions.
im0 no wireless extensions.
ifb1 no wireless extensions.
wifil no wireless extensions.
v’ cat /etc/config/wireless // To check the wireless configuration
Example:
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SUpport@AP-78:00:~% cat Setc/config/wireless

config wifi-device "wifiQ’

config

config

config

config

config

option
option
option
option
option
option
option

Txpower

t%pe "gcawifi’
C

"auto’
"auto'
bcnburst 17
hwmode 'llng'
disabled 'O
country "CN'

annel

wifi-device "wifil’

option
option
option
option
option
option
option

Txpower

t%pe "gcawifi’
C

"auto’
"auto'
bcnburst 17
hwmode "1lac’
disabled '0°
country "CN'

annel

wifi-iface "athscanl’

option
option
option
option
option
option
option

device "wifil’
mode "ap’
ifname "athscanl’

s51d "athscanl’

hidden "1°
vif_monitor '1°
enable "0'

wifi-iface "athscan0’

option
option
option
option
option
option
option
option

wifi-global

device "wifid’
mode "ap’

ifname "athscand’
s51d "athscan0’
hidden "1’
vif_monitor '1°
athnewind "1°
enable "0'

'global”’

wifi-iface "7465737431_26_wifio’

option
option
option
option
option
option
option
option
option
option
option
option

s5id "testl’

device "wifi0’

mode "ap’

networﬁ "wan' ]

network_type "employee’

hidden '0¥

enable "1°

maxsta "64°

probe_threshold "0°

encryption "psk-mixed+tkip+aes’
key " 3236e9elc70ar76b5199e60e53e9eaffe’
stream_limit_sw "1°

config wifi-iface "7465737431_5G_wifil’

option
option
option
option
option
option
option
option
option
option
option

s5id "testl’

device "wifil’

mode "ap’

networﬁ "wan' ]

network_type "employee’

hidden '0¥

enable "1°

maxsta "64°

probe_threshold "0°

encryption "psk-mixed+tkip+aes’
key " 3236e9elc70a7eb5199e60e53e9eaffe’

v’ cat /tmp/config/rfprofile.conf // To check the RF configuration

Example:
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support@AP-D1:40:~§ cat /tmp/config/rfprofile.conf
"RFService": [
{

”bandsteer1ng "enable",

"LoadBalance”:"enable"”,

”backgroundscann1ng "enable”,

"countryCode":"5G"

”scannwngInterva1

"scanningDuration” 50

"voicevedioAwareness":"disable"”,

"airtimeFairnessAt2G6":"disable”,

"airtimeFairnessAt5G":"disable”,

"perBandInfo”:{

"2.467

"band":"enable",
”channe1settﬁng“:"AUTO”,
‘channelwidth”:20,
"powersetting”: "AUTO"
"shortguardInterval”: "enable”
"signalstrengthThreshold":0,
”roamingsigna]StrengthThresho]d”:0

“Sc_high":{
"band":"enable”

channe]settwng” "AUTO",
"channelwidth":80,
"powersetting”: "AUTO"

"shortGuardInterval”: "enable”
"signalstrengthThreshold":0,
”roamingsigna]StrengthThresho]d”:0

1.
"5 _low":{
"band":"enable”

channe]settwng” "AUTO",
"channelwidth":80,
"powersetting”: "AUTO"

"shortGuardInterval”: "enable”
"signalstrengthThreshold":0,
”roamingsigna]StrengthThresho]d”:0

1.
"5G_all":{
"band”:"enable”

channe]settwng” "AUTO",
"channelwidth":80,
"powersetting”: "AUTO"

"shortGuardInterval”: "enable”
"signalstrengthThreshold":0,
”rUamingSigna]StrengthThreshU]d”:0

]

cunnarr@AD Nt -An-_ ¢ B

v iwlist athO1 channel // To check the cannel of ath01 interface. The same for other

interfaces
Example:
Support@AP-78:00:~% iwlist ath0l channel SUpport@AP-78:00:~3 iwlist athll channe|
athol 57 channe1s in total; available frequencies : athll 75 channe1s in total; available freguencies
Channel 01 : 2.412 GHz Channel 36 : 5.18 GHz
Channel 02 2.417 GHz Channel 40 : 5.2 GHz
Channel 03 2.422 GHz Channel 44 : 5.22 GHz
channel 04 2.427 GHz channel 48 : 5.24 GHz
channel 05 2.432 GHz Channel 52 : 5.26 GHz
channel 06 2.437 GHz Channel 56 : 5.28 GHz
channel 07 2.442 GHz channel 60 : 5.3 GHz
channel 08 2.447 GHzZ Channel &4 : 5.32 GHz
channel 09 2.452 GHz Channel 149 : 5.745 GHz
Channel 10 2.457 GHz Channel 153 : 5.765 GHz
Channel 11 2.462 GHz Channel 157 : 5.785 GHz
Channel 12 2.467 GHz Channel 161 : 5.805 GHz
Channel 13 2.472 GHz Channel 165 : 5.825 GHz
Current Frequency 2.437 GHz (channel 6) Current Frequency:5.32 GHz (Channel 64)

v iwlist ath01 txpower // To check the txpower of ath01 interface. The same for

other interfaces

Example:
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SUpPOrt@AP-78:00:~3 iwlist ath0l txpower SUpport@AP-78:00:~3 iwlist athll txpower
thol 6 available transmit-powers : athll 6 available transmit-powers :
0 dem 1 )] 0 dem (1 mw)
3 dBm (1 mw) 3 dBm (1 mw)
3 dBm (1 mw) 3 dBm (1 mw)
3 dem (1 mw) 3 dBm (1 mw)
3 dBm {1 mw) 3 dem (1 mw)
3 dem (1 mw) 3 dem (1 mw)
current Tx-Power=3 dEm 1 mw) current Tx-Power=3 dem @ mw)
v iwlist ath01 bitrate //To check the bit rate of ath01 interface. The same for
other interfaces
Example:
SupporteAp-78:00:~3 su'p'por‘t@AP 78:00:~§
ﬁp"“@”{faﬂiﬁib}‘fgi’é ?EEE; bitrate Eport@AP 78:00:~% iwlist athll bitrate
%mgfs 8 available bit-rates :
5
33 w5 5 b/
5
6 Mb/5 12 Mb/s
izmgﬁs 18 Mb;"S
18 mb/s 24 mb/s
24 Mb/s 36 Mb/s
36 Mb/s 48 Mb/s
i :Ef 54 Mb/s
s 0 -
Current Bit Rate:144.4 Mb/s Current Bit Rate:866.7 Mb/s
v’ iwpriv athO1 get mode //To check the interface mode of athO1. The same for
other interfaces
Example:
ﬂpor‘t@AP 78:00:~3 iwpriv ath0l get_mode Supgs;%ﬁﬁi ?gggzg iwpriv athll get_mode
get_mode :11INGHT20 ﬁ get_mode:11ACYHTSO
5upp0rt@hP—?8:OO:~$ support@AP—?8:00:~$

v’ iwpriv wifi0 get_txchainmask or iwpriv wifil get txchainmask //To check the

spatial streams quantity supported by the Steller AP

Example:

support@apP-28:c0:~%

support@ap-28:C0:~% jwpriv wifi0 get_txchainmask
wifio get_txchainmask:3

support@AaP-28:C0:~%

support@ap-28:C0:~% Jwpriv wifil get_txchainmask
wifil get_txchainmask:3

support@ap-28:C0:~%

v telnet 127.0.0.1:7787 then stadb and s //To check the clients supported band
currently detected by the AP

Example:
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Support@ap-28:c0:~§ telnet 127.0.0.1:7787

use 'h' and “help' for help messages

use ‘dbg here' to see log messages; other dbg cmds for log level
@ stadb

@stadb s

Num entries = 119

MAC Address Age
54:9F:13:45:86:29
@stadb ) SUppOrt@AP-28:C0: ~$

Assoc? (age)

Bands
5 aPId 255 ChanId 165 ESsSId 0

SUppOrT@AP-28:c0:~§ Telnet 127.0.0.1:7787
use "h' and "help” for help messages
Use “dbg here’ to see log messages; other dbg ch} for Tog Tevel

@ stadb
@stadb s
Num entries = 116

MAC Address
54:0F:13:45:B6:29
@stadb

@stadb _SUPPOrt@AP-28:C0: ~%

Age Bands Assoc? (age)
1553 25 (5616)

Press ctrl+d to exit

Active? (age)
(3807) no (12)

Active? (age)

Flags

Alcatel-

Enterprise

Lucent

BTM RRM PS5 sSteer Allowed

Flags
BTM RRM PS

v’ cat /proc/kes syslog [grep DRM  //To check the logs of ACS and APC

management

Example:

proc/kes syslog Iarep

H

oRm
{ [oass,tenpzaes, 02,36,

nax priority neighbor_ip-88,1.1,10)-
AFi it channel = 11, curr ent_txpower = 3, i

- [atp_control.c:372)
n_tkpower=3, max_txpower-20;

aumn.mx ice (m mci :

7 daemon.notice [oun-Loc]: [base ip=192.165;92.36, wax priority neighbor_ip=ss.1.1.11]-[atp_control. c
daemon. notice [DRM-LOG. wifil current channel = 165, current_txpow:

daemon. notice [oRN-10G): [radio 2 {fname 15 wuLL]--[atp_control.c:453]
17 daemon: notice [owi-toa]: [base 1pe105.168, 5226, max priortty nesohbor_ 1p=88,1.1.10] - [acp_control. c:372)
daenon. notice [ORN-LOG]: (wif10 current channel'= 11, current_txponer = 3, min. cxpower=3, max. txpow

daemon. notice DRMvLOG H ;base ip=192.168.92.36, max priority nnghbor |p—88.1v1.lr1~~laln control.c:372]
daemon.notice [DRM-L0G]: [wifil current ()unneV = 165, current_txpower 5, min_txpower=3, max

daemon. notice {DD’ -L0G): [radio 2 ifname is NuLL]--[atp_control.c:453)

daemon. notice [DRM-LOG]: [base ip=192.168.92.36, or ity neighbor_ipe=88.1.1.10] — [atp_contral. c:37
daemon. notice [DRM-L0G]: [wifiO current channel = 11, current_txpower = 3, min_txpower=3, max_txpowers.

7 dasmon.notice fome-to): [base 1p-192 - [atp_control.c:

168.92.36, max priority ungnhm (p-&ﬁ 1.1,
daemon. notice [ORM-L0G]: [wifil current channel = 165, current_txpowe 1

daemon.natice [NEM-10G1: fradin 2 ifname i< M1 1-—farn cantral.c:4531

5.3 Client Management
v ssudo sta list
ssudo wam_debug sta_list

Example:

suppor‘t@AP D0:AO:~% ssudo sta_list

txpower=23;max_rssi neighbor:{p 192.168.92.46,

21
20;max_rssi neighbor :ip 192.168.92.48, txpower 3,

SSID:11

STA_MA( IP onlineTime RX T FREQ AUTH Final_role
S5ID:113P

STA_MAC IP onlineTime RX TX FREQ AUTH Final_role
54:9f:13:45:b6:29 172.16.18.121 333 95373739 11982277 5GHZ OPEN 1544592109710arp

SUpport@AP-DO:AD:~§
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03 max_rssi nefghbor:{p 192.168.92.40, txpower 3, rssi 55, channel 11;other {nfo:dist = 3, best Txpower 3]--

:372]
intxponer =3, maxcxpower-25imax_rssi neighbor:ip 192.168.92.46, txpower 3, rssi 61, channel 165;other info:dist = 3, best txpower= 31

0;max_rssi neighbor:ip 192.168.92.48, txpower 3, rssi $5, channel 11;other info:dist = 3, best txpomers 3]--

txpower 3, rssi 62, channel 165;0ther info:dist = 3, best txpower= 3]

rssi 54, channel 11;other infoidist = 3, best txpower= 3]--

17]- 72]
i txponet oA Expower L3 ;max_rsst netghbor 1p 192.168.92.46, txpower 3, rssi 62, chamel 165;other fnfo:dist = 3, best txpomers 3]

/7 To list all the clients associated with this AP

VLANID TUNNELID FARENDIP

VLANID TUNNELID FARENDIP
0 0
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Support@AP-28:C0:
{

"status":

Example:

SUpportEAR-78
SUPPOrT@AR-78:

§ ssudo wam_debug sta_list

"Success!!!™,
"wlanservicepata”:
{

eq”
security’

‘open”,
"wlanservice": "1546845869291"

: Mathi1”,
1Su-Ex”,

"security” 'Op
"wl anser\nce
"stapata”

en”,
"1546845869291",

"mappingType":
assw gnedVLAN
assw gnedar”
"assignedpL":
“macAUthResult
" ARFromMACAuth
"PLFromMACAuUTh”
“redirectuUrLFro
"ARFrom8021xauth”:
"PLFrom8021lxauth”
"redi r‘ectURLFr‘DmEOZlXAuth "y
"cpauthresult’
"ARFromCPAuth’
PLFromcPAuth’
" ARFT OmRoaming’
"PLFromRoaming”
“redirectURLFFomRoanrin
"classificationMatched

$
$ wlanconfig athil list

ADDR AID CHAN TXRATE RXRATE RSSI MINRSSI MAXRSSI IDLE szEq RXSEQ CAPS ACAPS ERP
54:97:13:45:b6:29 1 149 433m 351M 47 35 54 0 65 0 b
7c:b0:c2:bc:a5:07 2 149 468M 585M 44 44 51 7 0 65535 EPS 0 b

support@AP-78:00:~§

Example:

Support@apP-78:00:-§
S5ID:test

STA_MAC

SSID:TesT

STA_MAC
54:9f:13:45:b6:29

SuUpport@Aap- ?8: 0:~§
SUPPOrT@AP-78:00:~§
support@AP778:00:~$
support@spP-78:00:-§
Fri Nov 24 17:21:06
Fri Nov 24 17:21:10
Fri Nov 24 17:21:10
Fri Nov 24 17:21:14
Fri Nov 24 17:21:14
Fri Nov 24 17:21:16
Fri Nov 24 17:21:16
Fri Nov 24 17:22:29
Fri Nov 24 17:22:29
Fri Nov 24 17:31:16
Fri Nov 24 17:31:16
SUpporT@AP-78:00:~§

client

Example:

cat /proc/kes_syslog [grep tid

cat /proc/kes_syslog [grep

sta_list
P onlineTime RX ™ FREQ
IP onlineTime RX ™ FREQ
192.168.92.30 859 4199469 70188539 5GHZ

cat /proc/kes_syslog \grep tid
017 [tid]:

daemon. notice ti [TID_DHCP_PROTOCOL] ip:[], mac:[7
2017 daemon.notice t‘!d: [TID_pHCP_PROTOCOL] ip:[], mac:[7
2017 daemon.notice tid: [TID_DHCP_PROTOCOL] ip:[], mac:[7
2017 daemon.notice tid: [TID_DHCP_PROTOCOL] ip:[], mac:[7
2017 daemon. notice tid: [TID_DHCP_PROTOCOL] ip:[], mac:[7
2017 daemon. notice tid: [TID_NETEIOS_PROTOCOL] ip:[192.16
2017 daemon. notice tid: [TID_NETBIOS_PROTOCOL] ip:[192.168
2017 daemon.notice tid: [TID DHCP_PROTOCOL] ip: [EJ. mac: [7c:
2017 daemon. notice tid: [TID_DHCP_PROTOCOL] 1ip:[], mac:[7c
2017 daemon. notice tid: [TID_HTTP_PROTOCOL] ip:[192.168.92
2017 daemon. notice tid: [TID_HTTP_PROTOCOL] ip:[192.168.92.

“<MAC>"

STATE MAXRATE(mTll) HTCAPS ASSOCTIME IES
AwQs 00:0

0

wlanconfig ath11 list // To list all clients on specific AP interface

Alcatel-Lucent
Enterprise

MODE PSMODE

2:25 RSN wME IEEEB0211 MODE_11AC_WHTB0 1
AwpsM 00:01:39 RSN WME IEEEB0211 MODE_11AC_WHTBO 0O

// To check the OS type of the clients on AP

AUTH Final_role VLANID
AUTH Final_role VLANID
PSK test_arp 4]
bO:c2:bc:a5:07], hostname: [M5-20161013HMGI], ostype:[]
bO:c2:bc:a5:07], hostname: [MS-20161013HMQI], ostype:[]
b0:c2:bc:a5:07], hostname: [MS-20161013HMQI], OSTYp 1
b0:c2:bc:a5:07], hostname: [M5-20161013HMQI], ostype:[]
b0:c2:bc:a5:07], hostname:[M5-20161013HMQI], ostype:[]
92.32], mac:[7c:b0:c2:bc:a5:07], hostname:[]
92.32], mac:[Fc:b0:c2:bc:a5:07], hostname:[]
b0:c2:bc:a5:07], hostname: [M5-20161013HMQ1], ostype:[]
:b0:c2:bc:a5:07], hostname: [M5-20161013HMQI], ostype:[]
.30], mac:[54:9f:13:45:b6:29], os type:[i0s]
30], mac:[54:9f:13:45:b6:29], os type:[ios]
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5.4 Captive Portal Management
v ps [grep eag

Example:

SUpPpOrt@AP-78:00:~%
SUppoOrt@AP-78:00:~% ps |grep eag
2307 root 10152 5
12087 support 1520 s
sSupport@aP-78:00:~%

grep eag

v eag_cli show user all/list

portal

eag_c1i show user 1ist

b0 userName

UserIP UsermMAC
1 zheng 192.168.92.30 54:9F:13:45:86: 29
2 zhen 192.168.92.32 7C:B0:C2:BC:A!

Support@ap-78:
SUPPOrT@AP-78:
Support@AP-78:
SUppOrt@AP-78:

eag_cli show user all

user num : 2
i UserName userIp UsermMac
1 zheng 192.168.92.30 54:9F:13:45:86:29

192.168.92.32 7C:BO:C2:BC A

2 zheng
SUDDOFT@AP-78:00:~%
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SUppOT TEAP -

SUppOrTEAP-;

SupporTEap-:

support cat_/proc/kes_syslog |grep "54:3:13:45:06:29"

Fri Nov 24 2017 daemon.notice netifd: mvlan add user mac success: 54:9f:13

Fri Nov 24 2017 daemon.war: I un_user_update creat:l mac: 54:0f:13:45:b6:
Fri nov 24 2017 kern.warn Inst RSSI value of node-54:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F:
Fri nov 24 2017 kern.warn Inst RSSI value of node-54:9f:
Fri nov 24 2017 kern.warn Inst ®SSI value of node-34:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F:
Fri Nov 24 2017 kern.warn Inst RSSI value of node-534:9f:
Fri nov 24 2017 kern.warn Inst ®SSI value of node-34:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F:
Fri Nov 24 2017 kern.warn Inst RSSI value of node-534:9f:
Fri nov 24 2017 kern.warn Inst ®SSI value of node-34:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:97:
Fri Nov 24 2017 kern.warn Inst RSSI value of node-534:9f:
Fri nov 24 2017 kern.warn Inst ®SSI value of node-34:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:9F
Fri Nov 24 2017 kern.warn Inst RSSI value of node-54:97:
Eri Nov 24 2017 kern.warn Inst RsSI value of node-54:9F
Fri nov 24 2017 kern.warn 12206.350000] Inst RSST value of node-54:9F
Fri Nov 24 2017 kern.warn 12206.350000] Inst RSSI value of node-54:9F:
Fri Nov 24 2017 kern.warn RSSI value of node-54:9f:
Eri Nov 24 2017 kern.warn jo-54:0f
Fri nov 24 2017 kern.warn ode-54:5F
Fri Nov 24 2017 daemon. not: .168.92. 31 3:45:b6:29), 05 Typ
Fri Nov 24 2017 daeman. not 2.3 145:06:20], 05 Type:
Eri Nov 24 2017 kern.warn je-54:9F
Fri nov 24 2017 kern.warn le-54:3F
Fri Nov 24 2017 kern.warn je-54:9F 1
Fri Nov 24 2017 kern.warn je-54:97+
Eri Nov 24 2017 kern.warn jo-54:0f
Fri Nov 24 2017 kern.warn le-54:9F
Fri Nov 24 2017 kern.warn je-54:9F 1
Fri Nov 24 2017 kern.warn je-54:97
Eri Nov 24 2017 kern.warn jo-54:0f
Fri Nov 24 2017 kern.warn le-54:9F
Fri Nov 24 2017 kern.warn je-54:9F 1
Fri Nov 24 2017 kern.warn je-54:97 1
Eri Nov 24 2017 kern.warn jo54:0F
Fri Nov 24 2017 kern.warn le-54:9F
Fri Nov 24 2017 kern.warn je-54:9F 1
Fri Nov 24 2017 kern.warn je-54:97 1
Eri Nov 24 2017 kern.warn jo54:0F
Fri Nov 24 2017 kern.warn le-54:9F
Fri Nov 24 2017 kern.warn je-54:9F 1
Fri Nov 24 2017 kern.warn 12372,340000] Inst RSSI value je-54:97
Fri nov 24 2017 kern.warn 12431.730000] Inst RSSI value je-54:3F
Fri Nov 24 le-54:9F
Fri Nov 24 je-54:9F 1
Fri nov 24 je-54:9f:
Fri nov 24 je-54:3F
Fri Nov 24 le-54:9F
Fri Nov 24 je-54:9F 1
Fri nov 24 je-54:9f:
Fri nov 24 je-54:3F
Fri Nov 24 le-54:9F
Fri Nov 24 54:9F

Fri Nov 24

Fri nov 24

Fri Nov 24

Fri Nov 24 :

Fri Nov 24 .notice tid: [nd] [] 5

Fri nov 24 2017 daemon.warn un: [un]: ip is not find for 54: oF 3545:b8c28 i arp
Fri Nov 24 2017 daemon.warn [um]: ip is not find for 52:3f:13:45:b6:29 in arp
Fri Nov 24 2017 daemon. mnce nn [n‘dg [TI0_oHCP_PROTOCOL] ip:[], mac 11
Eri nov 24 2017 daemon.notice Tid: [tid]: [TID_DHCP_PROTOCOL] ip:[], mac:[54:0F:13:4 ihe: zg], hostname:
SUppOrTEap-

fusr/shin/eag_app -c

: [Adwinisdeiphone] ,
2 [adminisdeiphone],

: [adminisdeiphone]
[adminisdeiphone],

ostype: [i05]
ostype:[ios]

ostype: [i05]
ostype: [0s]

// To check if the thread of “eag”

is running well.

// To list the clients authenticated by captive

SessionTime OutputFlow
158 32960

0:10
0:00:33 520922

sessionTime outputfFlow
0:11:13

0:00:48 659998

InputFlow
133066
1281951

Inputklow

1533077

AuthType
PORTAL
PORTAL

authType
PORTAL
PORTAL

ESSID
test-portal
test-portal

ESSID
test-portal
test-portal
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v eag_cli kick user index 1

user list.

Example:

support@AP 78:00:~5 eag_cli show user all

user num :

D UsernName UserIP UserMAC sessionTime oOutputFlow InputFlow
zheng 192.168.92. 30 54:9F:13: 45 BG 29 :11:13 32960 133066

2 zheng 192.168.92. 32 659998 1533077

suppor t@AP-78:00:~5

SUPPOrT@AP-78:00:~5

Support@AP-78:00:~5

support@AP-78:00:~5% eag c1i kick user index 1

the command sucsessful

Support@AP-78:00:~% eag_cli show user Tist

user num : 1

ip uUsernName UserIp usermMAC sessionTime outputFlow Inputrlow

1 zheng 192.168.92.32 7C:B0O:C2:BC:A5:07 0:06:05 752317 1595914

SUppPOrt@AP-78:00:~%

SUpPpPOrt@AP-78:00:~$

SuUpport@aP-78:00:~-% eag_cli show user Tist

user num : 2

D UserName UserIp UserMac SessionTime OutputFlow InputFlow

1 zheng 192.168.92.32 7C:BO:C2:BC:A5:07 0:12:27 830670 1608523

2 zhen 192.168.92.30 tOF: 0:02:07 34129 122819

support@apP-78:00:~% eag cli kick user index 2

the command sucsessful

SUppOrt@AP-78:00:~$

support@aP-78:00:~% eag cli show user Tist

user num

D UserName UserIp UserMac SessionTime oOutputFlow InputFlow

192.168.92.32 7CiBO:C2:BC:A5:07 0:12:47 831679 1608631

1 zheng
SUpport@AP-78:00:~$

v tail -f/tmp/log/eag.log
cat /proc/kes_syslog [grep eag
cat /var/log/eag.log

// To check the related logs of push portal.

g
sg_recieive usermac s4:
eive leave msg usermac:si:
check_flux userip=192. 16:
Check_fTux user 1p=192.168.

6:20,user{p 192.168.92. 30
b6: erip:19;

op: 1
j_Status:notauthed, apmac:oc:08:
2 ea]_seecraianua

6:00:78:00, apname:,

T 6811
132, output_octets-892076, total
Uer D193 168. 93. 33, outbur octets-001008, tot
68.92.32, output_octets-913383, total_octet
ux ser1p-192.168.92.52, OWLpUT_OCTeT5=925434 | ToTAl Octets=2579377
s

g

ndex
Check £10 user 1pe192.168. 32,32, OUTPUT_OCTErs=938610, Toral_octers-2597658
tamsg_recieive usermac 54:9¢:13:45:86:29,userip 192.168.92.30, 0P 0

© intf [br-wan

nterface aready be used!
55: amsg_proc, appconn not exist, usermac-54:9F:13:

5:86:29

RP name Test- porm arp,Ten 15, fmf athiz, 2;brtdge brosan
iReceive USER_ADD msg  status:NotAuthed, :08:5

7 86:29, interface=br -wi

7 et dser Trterface(br owan) , usermac(s4:9F 113:45:86:29)
7 i 8. 92, 30, UserMAC : 54-9F - JAPMAC :DC

;eccount login, htnﬂ’\hnuserlp*lgl 2. 308usermac: aPuSerTirstur 1oHTEps:/ /o batd: com

7 peonn, ¢ 641 €ag. 1pinfo.get before userw-)92 168.95. 30

7 845: nfo_get after userip-192.168.92. 30 usermac-34 5:86:29, inter face=br -

7 o-get liserdp 192 1055330, Tt et aceCbrowan) , usermac(54:9F113:45:86:29)

848:appconn._check_{5_confict u? ipinf
st-portal_arp, Tock achi

calRediract — User1p 188,

gln h(m'l"h]anuser!pslS? 168. 92. 30405er mac=5.

41:eag_ipinfo_get before userips: 30 A
beonn. ¢1843:eag_ipinfo-get after userpa1d?. 168. 92, 30,usermacosd:0e: 86:29, interface=br -wan
848: appconn._check_is._conf ict ea?_iw 42 Gserin 105,108, 33. 30, InterFace(orowany . usermac(s4:

R name tEsT-portal_u .uhl sbridge brwan

Eiia70iportalnedirect o Use 168. 92. 30, USErMAC : 54 -9F -13-45-B6-29, APMAC :0C-08-56-00-7!

gin h(m'l’w'lanusen 2197 168, 02, So8asernace: 6: Ban'lamserﬁrs\:url-hup ‘wew baidu. com

:stamsg_recieive usersac 54: .92.30, 0P:

eceive leave msg usermac: i

tamsg_recieive usermac

e 540 13-45-86-29, APHAC :0€.08-56-00
S3atarser FIr STur 1aPCCps /) waw. bat

2162.168,05.

113:45:86:29)

6:00

, status:NotAuthed, apmac:DC:08:
Tuserip 192.168, 62,30, 0P: 0

a!
; aPpCom Ot exist, usermace5d:9F:13:45:86:29
' athil

n 6

8,intf athil,bridge br-wan
30 P test_arp redirectstatus is disal

74:Receive USER_ADD msg STatus:Authed, apmac: DC:08:56:

aditansy

SUDDOFTBAP-78:00:~$

kes_syslog |grep eag
notice core-mon: eag - pid [2307]

Inotice - process state [s]
‘notice - pid [2307
.notice - process state [s]
“notice - pid (2307
Cnotice - process state [s]
Inotice - pid [2307]
“notice cor - process state [s]
“notice - pid [2307

2017 user.notice core-mon: eaa - process state [s]
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// To delete a user from Portal authenticated

AuthType ESSID
PORTAL test-portal
PORTAL test-portal
AuthType ESSID
PORTAL test-portal
AuthType ESSID
PORTAL test-portal
PORTAL test-portal
AuthType ESSID
PORTAL test-portal

Teave_reason:0

6:00:78:00, usernac: S4:9F :13:45:66:29, user ip 192.168.92.30, wlan service name:test-portal, ssid:test-portal ,ARP name: test-portal_arp, redire

78-00, SSID:test-portal ,NasIP:192.168. 92. 36, Interface:athl2,NasID: ,redirURL :http: //192.168. 92. 36:8080/internal_por

00,55I0: test-portal Nas1p:192,168.92. 36, Interface:athl2,NasID: ,rediruRL :http: //192.168. 92. 36: 8080/ internal_por

-00,5510: test-portal ,Nas1P:192,168. 92. 36, Interface:ath12, NasID: redirurL :http: //192.168. 92. 36: 8080/ nternal_por

Teave_reason:0

8:00,usernac:54:9F:13:45:86:29,user 1p 192.168.92.30, wlan service name:test, ssid:Test ,ARP name: test_arp, redfrect URL:
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Mon Nov 3:18 2017 user.notice core-mon: e - procdss state [s]
Mon Nov 0:19 2017 user.notice core-mon: eag - pid
Mon Nov 0:19 2017 user.notice core-mon: eag - prn:ess state [s]
Mon Nov 5:20 2017 user.notice core-mon: eag - pid [2307]
Mon Nov 5:21 2017 user.notice Core-mon: eag - p ocess state [0]
Hon Nov 5:50 2017 user.notice web: eag.uci add "test-portal” result:success
Mon Nov 5:54 2017 daemon.err eag: eag_ins.c:7985: json_object_object_get hostName2 no exist
Mon Nov 5:34 2017 daemon.err eag: eag ins.c 8008: json_object Zobject_get Tpaddress2 no exist
Mon Nov :35:54 2017 daemon.err eag: eag_ins.c:7985: json_ob sthanez no exist
Mon Nov 3134 2017 daemon. err ead: eag_ins. c:8008: json-ob jet_ipaddress2 no
Mon No :36:57 2017 daemon.notice eag: username:zheng usermac: 586200 user 1p:192. o023
Mon Nov :40:22 2017 user.notice core-mon: ear i
Mon Nov 27 14:40:22 2017 user.notice core-mon: eag - process state [S]
:45:22 2017 user.notice core-mon: 7
i45:22 2017 user.notice core-mon: eag - process state [s] .
7:33 2017 daemon.notice eag: username:zhen Usermaci/C-80-C2-8C-A5-07 user {pi192.168.92.32
0:23 2017 user.notice core-mon: eag - pid
0123 2017 User:notice core-mon: eag - process state [s]
3:15 2017 daemon.notice eag: username:zheng usermac:54-9F-13-45-86-29 user{p:192.168.92.30
3123 3017 user.notice coreonon: eag - pid 12307]
5:23 2017 user.notice core-mon: eag - process state [s
7:42 2017 daemon.notice eag: username:zheng userma userip:192.168.92. 30
3 2017 daemon:notice eag: username:zheng userma user{p:192.168.92. 30
4 2017 user.notice core-mon: eag - pid [2307)
4 307 e len cocemon: @aa - process state (<)
5:24 2017 user.notice core-mon: eag - 30:
5:24 2017 user.notice core-mon: eag - pnxess state [s]
0:25 2017 user.notice core-mon: eag - pid [2307]
10:25 2017 e Inotice Soremon! eh0 = Broiess waatd ()
00:

e msg use 54 3:45:b
ractetve Soernac S196 113545 08 30 user 1p 153 166.52. 30,
r-na
merface aready be used:

appeonn. c 1841 :eag ipinfo_get before userip-192.168.92.30

 nane testoportal_arp, |
1 eagr R Fect " Uaarantion: 165. o5, 30, usanm

x[(nunt an\n htm1"‘wlanuser1p—l§2 mu 92 SDSusermatd 10113145, R8s 298wt anucertTrota
14:36:38]: appconn.ciB4iie i before userdp-la2ded 52 30

o CIRedireer Ler TPCi7 168, 92, 10 Uebet

Geredir CiE

ipinfo_get before userip=192.168.92,
et afts

appconn. <8431

16852 30

£8.92.30

conn.
- appconn. c :848 appconn_check_is_conflict Ez$ F 0_t
3 L T e Rine vattoortal Sro-Tnef SCRITbrider

5.5 Cluster Management

v cluster mgt -x show=self

Example:

sSupport@ap-78:00:~%

Support@AP-78:00:~% cluster_mgt -x show=self
ClusterID  MAC role

111 dc:08:56:00:78:00 PVC
Support@ap-78:00:~%

v cluster mgt -x show=pvc

Example:

5ubbort@AP—?8:00:~$
Support@AP-78:00:~$% cluster_mgt -x show=pvc

IP MAC priority
000465007800 RUN

192.168.92. 36 dc:08:56:00:78:00

SUpport@AP-78:00:~%

iR AR 70NN

v' show cluster

Example:

priority
000461007800

ssid:test-portal portal_online

ssid:test-portal time:14:47:22 portal_online

ssid:test-portal time:14:53:15 portal_offline

ssid:test-portal rime:14:57:42 portal_online
Ssid:test-portal Time:15:00:03 portal_offline

:appeonn_check_flux userip=192,168. 92,30, output_octets=3581, total_octets=31969
3415 abia0 userip 102,168, 42. 30, Ge
225, "Lser 1p:i93.108. 03. 30, STatuS:AULhed, APRaciDCi0B:56:00:78:00, apnane:, Ssiditest, leave reason:o
oF:

ansg proc, agpeomn not exist, usernacese: 145:86:29
'hr1dqz T,
Eainec soea same st porar arp Vianid =
7 wan Ten
"o name test-portal_arp, Sen 15.inef achi2, bridge brovan
eceive USERADD msg  STaTus:HOCAuThed, apeac: DC:08:36:00:78:00,usermac:54:9F:13:45:86:29,userip 192.168,92.30, wlan service name:test-portal,

C:B45 eag_ipinfo_get after userip=192.168.52.30,usermacs54:9F:11:45:86:29, interfacesbr -
18481 appconn.chack_is_conflict eag 1pinfd get user1g 57.168.82. 30, 1NTerFace (br-wan), LSernac(se:sk:13:45:86:28)
-

£9F 137458620, AGUAC {0C-08-56-00-78-00, 55101 TeST-POrTal NASIF 1192, L68. 82. 36, Inter face: athiZ, KasID: redir URL ity
https: ./ /www. baidu. com

bonn. 443 eag-Ipinfabet afrer useripuas:. 168, 02. 30, usernac=s4:07:13:43:86:20, {nter face-by
appeonn.c 1648 aoucurﬂ_(he(k fa_conflict wag_ipinfoger ia m-i 192,168.92.30, Trterfacecor wan), Usermac(54:95 113:45:96:29)
eagredi ane Test-portal_arp, intk athl an

_ipi r yserips102.ieg.52. 33rusermacs3d 10F 113:45:86:20, inter facesbr-wan
18481 sppconn._c check is-conflict sag_ipint o user1g 192.168.52.30, interface(br-wan), usermac(Sd:9F:13:45:86:29)
s test_porta

45-86-20
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ssid:test-portal ,ARP nase: test-portal_arp, redire

192.168.92. 36:8080/internal_por

7 o -9F -13-45-86-29, APMAC :DC-08-56-00-78-00, 551D: T85T-POrtal ,NasIP 1192, 168.92. 36, Interface :athlZ, KasID: rediruRL :htp://192.168. 92. 3618080/ internal_por
31/ por tal. accoumt. Wugm html7wlanuser 1p<192, 168. 92. 0AUSermac=54 9 :13:45:86: Zghlanuserﬁrstuﬂ.hnps J fuan. Bari . com
6:1

:DC-08-56-00-78-00,551D; test-portal ,NasIP:192, 168, 92, 36, Inter face:athl2, NasID: ,redirurL shtep://192. 168, 92, 36: 8080/ internal _por

-27 14:36:4 79:portal ApMAC
al/porta a:munt \oqm hlml’wllﬂustr‘v—l?? 163 92. 30&us ermac= 54 9F : B 4586 Ehllnuslrfirilur\-hllv)m v, baf du. com
2017-11- conn. ¢ :841: eag_ipinf b 1p=192

2. 30, usermac=54 1 9F 113:45:86:29, inter face-br -wan
gt liserdp 152.168.52.30, fnterface(br-wan), usermac(54:9F:13:45:86:25)
=

// To check the PVC of the cluster

sTatus
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status
RUN

// To check the AP Cluster role and status

// To check all the AP members in the cluster
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SUppOrt@AP-C2:F0:~§
SUpport@AP-C2:F0:~% show_cluster
mac ip prio state role auth name version ptype
34:e7:0b:03:c2:f0  192.168.92.49 ] 3 1 1 AP-C2IFO 3.0.0.63 [
34:e7:0b:00:07:e0  192.168.92.40 0 3 3 1 AP-07 1EO 3.0.0.63 4
34:e7:0b:00:06:50 192.168.92.48 0 3 3 1 AP-06: 50 3.0.0.63 4
34:e7:0b:00:0a:d0  192.168.92.45 0 3 3 1 AP-0A:DO 3.0.0.63 4
34:e7:0b:03:c2:50 102.168.92.44 0 3 3 1 AP-C2:50 3.0.0.63 &
34:e7:0b:03:c6:90 192.168.92.42 0 3 2 1 AP-C6:90 3.0.0.63 &
SUppOrt@AP-C2:F0:~$
v show cluster [wc -/ // To check the AP numbers in the cluster
Example:
SUPPOrt@AP-Cc2:F0:~§ show_cluster
mac ip prio state role auth name version ptype
34:e7:0b:03:c2:f0  192.168.92.49 0 3 1 1 AP-C2:FO 3.0.0.63 [
34:e7:0b:00:07:e0 192.168.92.40 0 3 3 1 AP-07:E0 3.0.0.63 4
34:e7:0b:00:06:50 192.168.92.48 0 3 3 1 AP-06:50 3.0.0.63 4
34:e7:0b:00:0a:d0  192.168.92.45 0 3 3 1 AP-0A:DO 3.0.0.63 4
34:e7:0b:03:c2:50 192.168.92.44 ] 3 3 1 AP-C2:50 3.0.0.63 6
34:e7:0b:03:c6:90 192.168.92.42 0 3 2 1 AP-C6:90 3.0.0.63 6
SUpport@AP-C2:F0:~% show_cluster |wc -1
'support@AP—CZ:FO:~$ _ _
The AP numbers is the output value minus one.
2 ” ” L .
v ps [grep cluster // To check if “cluster” process is working normally
Example:
subbort@AP—?8:00:~$
SUpport@AP-78:00:~% ps |grep cluster
12181 root 5600 s /sbin/cluster_mgt -I 111 -p ff:ff:ff:ff:Ff:ff

22137 support 1520 s rep cluster
31545 root 3240 5 9sbin/c1uster_c0r -I 111 -p ff:ff:ff:ff:ff:ff
SUpport@AP-78:00:~§

Two “cluster_mgt” thread existing indicates abnormal behavior as below example:

SUpport@®aP-0C:EQ:~% ps | grep cluster

3484 root 7144 s Ashindcluster_mgt -I 100 -p O

3485 root 9208 s Ashindcluster_cor -I 100 -p 0 -v 10.0.0.1
26955 root 7144 R Sshindcluster_mgt -I 100 -p O

28666 support 1184 = grep cluster
SUPPOrt@AP-0CEQ:~%

5.6 Network Management

v cat fetc/resolv.conf // To check the DNS server information

Example:

support@AP-78:00:~%

SUpport@AP-78:00:~% cat /etc/resolv.conf
# Interface wan

nameserver 219.141.136.10

nameserver 219.141.140.10
SUppOrt@AP-78:00:~%

v cat/tmp/TZ // To check the Timezone configuration
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Example:

SuUpport@aP-78:00:~%
support@aP-78:00:~% cat /tmp/TZ
UTC-08

Support@aP-78:00:~%

v cat /proc/kes_syslog [grep ntp // To check the NTP logs

SUPPOrt@AP-78:00:~5
Support@AP-78:00:~3 cat_/proc/kes_syslog |grep ntp

Mon Nov 27 1 2017 user.notice root: _GOLSOH_time was synced from pool.ntp.org
Mon Nov 27 2017 user.notice root: _GOLSOH_time was synced from pool.ntp.org
Mon Nov 27 2017 user.notice root: _GOLSOH_time was synced from pool.ntp.org
Mon Nov 27 2017 user.notice root: _GOLSOH_time was synced from pool.ntp.org

7
2
7
:
7
7
Mon Nov 27 7 user.notice root:
Mon Nov 27 2017 user.notice root:
Mon Nov 27 7
Mon Nowv 27 7
Mon Nov 27 7
Mon Nov 27 7
Mon Nov 27 : 7
SUpport@ap-78:00:~%
Support@ap-78:00:~%

GOLSOH_time was synced from pool.ntp.org
GOLSOH_time was synced from pool.ntp.org
GOLSOH_time was synced from pool.ntp.org
GOLSOH_time was synced from pool.ntp.org
GOLSOH_time was synced from pool.ntp.org
GOLSOH_time was synced from pool.ntp.org
GOLSOH_time was synced from pool.ntp.org

user.notice root:
user.notice root:
user.notice root:
user.notice root:
user.notice root:

v’ cat /etc/config/rogueap // To check the “Rogue AP” configuration

cat /tmp/config/wids.conf

SUpPOrt@AP-78:00:~§
support@ap-78:00:~% cat /etc/config/rogueap

config rogueap 'RogueAP’
option Debug "1°
Tist wildcard "dc:08:56:%:%:%"
option Suppressswitch "1°
option Blackswitch '1°

config rogueap 'Contain’
1ist ruleset 'oOpen’
Tlist ruleset "Encrypt’

config ruleset "open’
option ARP '1°
option Deauth "0’
option Disassoc "0

config ruleset 'Encrﬁpt'
option Deauth "1°
option Disassoc "0

Support@ap-78:00:~%

support@AP-1B:60:~$ cat /tmp/config/wids.conf
{
"widsrules": {
"condition":{
"validssid_filter™:1,
"prevent_switch":0,
"black_switch":0,
3 "detect_switch":0
"EOUILiSt”:[
"34:e7:0brFrErE",
"dc:08:56: % ErE"
}

}
support@aP-16:60:~5% i

v ps[grep light // To check if the WBM service is running
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Example:

Support@AP-78:00:~%

support@apP-78:00:~% psigrep Tight

8645 root 4748 5 Jusr/sbin/lighttpd -0 -f Jetc/1ighttpd/Tighttpd_http
28166 support 1520 s grep Tight

SuUpport@ApP-78:00:~%

v’ cat fetc/cert/serial // To check the serial of the certificate

Example:

support@Ap-78:00:~%

support@ap-78:00:~% cat Setc/cert/serial
DCOB56007 8000000084254
SUnnNOrTRAP-7R 00 ~%

v ifconfig br-wan // To check the IP address configuration of AP
ssudo ifconfig br-wan

Example:

support@apP-36:00:~% ifconfig br-wan
br-wan Link encap:Ethernet Hwaddr DC:08:56:0A:36:D0
inet addr:172.16.18.167 Bcast:172.16.18.255 Mask:255.255.255.0
ineté addr: feB0::dedB:56ff:fela:36d0/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
R¥ packets:4100 errors:0 dropped:0 overruns:0 frame:0
TX packets:1313 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:Q
RX bytes:263864 (257.6 KiB) TX bytes:172549 (168.5 KiB)

support@P-36:00:~% ssudo ifconfig br-wan
br-wan Link encap:Ethernet Hwaddr DC:08:56:0A:36:D0
inet addr:172.16.18.167 Bcast:172.16.18,.255 Mask:255.255.255.0
inet6 addr: fe80::ded8:56ff:feba:36d0/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4275 errors:0 dropped:0 overruns:0 frame:0
T packets:1352 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:0
RX bytes:274704 (268.2 KiB) TX bytes:177581 (173.4 KiB)

SUppPOrt@AP-36:D0:~$

v ssudo ping // To check the network connectivity

Example:

Stellar AP | Deployment & Configuration & Troubleshooting Guide 64 |
Page



All rights reserved. Passing on and copying of this document, use and

communication of its contents not permitted without written authorization from

Alcatel-Lucent @

Enterprise

support@aP-36:00:~% ssudo pin 172.16.18.1
PING 172.16.18.1 (l"Z 16.18.1 56 data bytes
64 bytes from 172.16.18.1: seg= Z0 tt1=64 time=0.699 ms
64 bytes from 172.16.18.1: seg=1 ttl=64 time=0.506 ms
64 bytes from 172.16.18.1: seq=2 ttl=64 time=0.510 ms
64 bytes from 172.16.18.1: seq=3 tt1=64 time=0.487 ms
64 bytes from 172.16.18.1: seg=4 ttl=64 time=0.496 ms
64 bytes from 172.16.18.1: seq=5 tt1=64 time=0.479 ms
64 bytes from 172.16.18.1: seqg=6 ttl=64 time=0.554 ms
64 bytes from 172.16.18.1: seq=7 ttl=64 time=0.504 ms
64 bytes from 172.16.18.1: seq=8 ttl=64 time=0.517 ms
64 bytes from 172.16.18.1: seq=9 tt1=64 time=0.479 ms
64 bytes from 172.16.18.1: seq=10 ttl=64 time=0.523 ms
64 bytes from 172.16.18.1: seq=11 ttl1=64 time=0.487 ms
64 bytes from 172.16.18.1: seqg=12 ttl=64 time=0.513 ms
64 bytes from 172.16.18.1: seq=13 ttl1=64 time=0.494 ms
AC
--- 172.16.18.1 ping statistics ---
14 packets transmitted, 14 packets received, 0% packet Toss
round-trip min/avg/max = 0.479/0.517/0.699 ms
support@AP-36:00:~%
support@apP-36:00:~% ssudo ping www.baidu.com
PING www.baidu.com (220.181.111.188): 56 data bytes
64 bytes from 220.181.111.188: seq=0 ttl=54 time=7.625 ms
64 bytes from 220.181.111.188: seqg=1 ttl=54 time=4.199 ms
64 bytes from 220.181.111.188: seq=2 ttl=54 time=6.986 ms
64 bytes from 220.181.111.188: seqg=3 ttl=54 time=5.690 ms
64 bytes from 220.181.111.188: seqg=4 ttl=54 time=7.491 ms
64 bytes from 220.181.111.188: seq=5 ttl=54 time=32.360 ms
64 bytes from 220.181.111.188: seq=6 ttl=54 time=4.746 ms
AC
-—— www.baidu.com ping statistics ---
7 packets transmitted, 7 packets received, 0% packet loss
round-trip min/avg/max = 3.360/5.871/7.625 ms
Support@apP-36:00:~%
ssudo traceroute // To check the network trace route
Example:

support@apP-36:00:~% ssudo traceroute www.baidu.com
traceroute to www.baidu.com (220.181.111.188), 30 hops max, 38 byte packets

1 bogon (172.16.18.1) 0.164 ms 0.285 ms 0.296 ms

2 Lo irl.-\c

support@aP-36:00:~% ssudo traceroute 172.16.18.1
traceroute to 172.16.18.1 (172.16.18.1), 30 hops max, 38 byte packets

1 bogon (172.16.18.1) 0.212 ms 0.026 ms 0.236 ms

support@aP-36:D0:~%
ssudo tcpdump // To capture the packets from “br-wan” interface
tftp // To transfer files via TFTP
Example:
SUPPOrt@AP- 3e.Du ~5 T

:Dm((fgs ((p!u(m i br-wan -s0 -w 1111.pcap
LR S 0 MY counp 1 b s0 v Satt g
Eﬁﬁﬁﬁ%ﬁﬁ%%xﬁmmmmgmwm(“wm
T e e T L S
ACE0 packets captu
R
BHREE] ™™ Dumwaige Qur st e e socker0 182100 155 vy ST gpstond rsagend
adme_socket Jusrer gk ESE‘EWHU onstara  fFhmode. Tog ES? T30y syst00. 105 mode X Fesolv. conf pssd Hinat”
Sier ucvermgv Gobker  dhep Tenses Pz oot Yers Hencepa bae e Fam Ve contraute i eadata p-1og
%EEEEEE%%E §§ Eg ;(mpiltftp -p1 1111.pcap 172.16.18.166
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6.1

6.1.1

6.1.2

Introduction of the AP Logs

Log files

Log level

6.1.3 Log collection

6.1.3.1 For R3.0.3 Build

v

TFTP server path:

Example: TFTP Server Address=172.16.18.166

v

root@AP-D1:40:~#
root@AP-D1:40:~# cd /tmp
root@AP-D1:40:/tmp# tftp -gr take_snapshot_v1.4.sh 172.16.18.166
root@AP-D1:40:/tmp# chmod +x take_snapshot_v1.4.sh
root@AP-D1:40:/tmp# ./take_snapshot_v1.4.sh start 172.16.18.166

rOOT@AP-D:
rOOT@AP-D:
r 00T @AP-D:

0]

7Thp
p# tftp -gr take_snapshot_vl.4.sh 172.16.18.166
tmp# chmod +x take_snapshot_vl.4.sh
. /take_snapshot_v1.4.sh start 172.16.18.166

T

=
ath11-108
gred
eth0-108
ath13-108
ath02-108
br-wan
wifio
ath04-108
gretap0
imqo

imql
ath12-108
To
ath01-108
ath14-108
etho
ath03-108
ethl

ip6tnlo
wifil
bondo
ifbo
teqlo
ifbl
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no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.
no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

no wireless extensions.

br-vlian108 no wireless extensions.

no wireless extensions.
no wireless extensions.
no wireless extensions.
no wireless extensions.
no wireless extensions.

no wireless extensions.

Command failed: method not found
root@AP-D1:40:/tmp#

e

N ST T T e Or U e Tory

i 3CDaemon

Log collection through the root account

To setup a TFTP server on a PC, and put the script "take_snapshot_v1.4.sh" on the

[RanAdiE) | = [ = [ws N

Nov 21, 2018 16:26:42 172.16.18.170 219803 =i{34E70bD3D140_snapshot 201811210027 52.tar.qz FA%!
Nov 21,2018 16:26:00 172.16.18.170 7109 #£i% ({take_snapshot vL.4.sh soh 7109 F 1A O 1. (6 KB/S¢
Nov 21,2018 16:15:12 172.16.18.170 190053 #2M 34E70B03D140_snapshot_20181121001622.tar.gz 58Ak!
Nov 21,2018 16:14:08 172.16.18.170 7109 #i% take_snapshot_v1.4.sh 55Ak! 7109 S5F8 0 . (6 KB/S¢
Nov 21, 2018 16:13:36 it 0 TEZEM0T TFTP KT IP ftshit: 172.16.18.166, (1 69

Nov 21, 2018 16:13:36 it 0 IEZEMADF TFTP KT IP fetit: 192.168.55.107, i 69

Nov 21, 2018 16:13:35 it 0 TFTP BESHEXA

Nov 21, 2018 16:13:20 172.16.18.170 0 Could not open requested file for reading

Nov 21, 2018 16:09:43 it 0 IEZEUSDR TFTP @R IP #efik: 172.16.18.166, %01 69

Nov 21, 2018 16:09:43 it 0 IEZEM0T TFTP #KT IP fehit: 192.168.55.107, (1 69
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6.1.3.2 For R3.0.4 Build

There are two methods to collect the logs:

A. Use the script "take_snapshot_v1.4.sh", the same as R3.0.3 Build.
B. Use the GUI Tools.

® For Express mode, refer to below screenshot:

C A Not secure | htipsi//172.16,18.107/static/main.html

AP log collection v AP: | 34:e7:0b:03:d0:a0 |v TFTP Server: [172.16.18.137 E

Result:

ATTENTION: The log information is collecting,Please wait two minutes to download from Tftp Server...
success

=@ B
EEt] [em [ == [#s h |
Nov 21, 2018 15:05:52 172.16.18.107 408072 #BuI[3dE )_snapshot_20181T FEAl 408072
Nov 21, 2018 15:05:07 Fi5 0 IEE%ST TFTP §RT 1P 34k 172.16.18.137, 300 69

e For Enterprise mode, it supports in R3.0.4MR2 or later build, see below screeshot

v' Enable "AP Web" first.

# Home ? Help W Videos © About @® Logout

Alcatel-Lucent @

Enterprise NETWORK~  CONFIGURATION~  UNIFIED ACCESS~»  SECURITY >  ADMINISTRATOR~  WIAN~

UPAM ~

AP REGISTRATION 4 # Home Network AP Group

A\ccess Points AP GrOUD

AP Group

AP Registration

©

Certificate = Registration

Fxternal Captive
Portal Config File

1. Edit Group Edit Group
Edit Group Description

Edit Group

e ]
sower  Q@EED

For Administrator Account:

*Password | seesssses

Confirm = sessssese
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v Login the AP Web with "http://AP_IP:8080" or "https://AP_IP"

€ > C O®[Notsecure | 172.16.18.174:8080/static/apui.html

[APTog collection_| v | AP: 172.16.18.174 TFTP Server: [172.16.18.137

Result:

ATTENTION: The command is execut lease wait of

ing, p.

8 =

£ 3¢Deemon =
24 BE BB |

TITE REE CEr] |em [ |
Nov 21, 2018 16:09:21 1721618174 298730 R ([DCUSSE03I0EAN snapshot 2018121000647 1ar.gz Seak! 298730 |
Nov 21, 2018 15:05:52 172.16.18.107 408072 % )_snapshot_201811 =01 408072 |
Nov 21, 2018 15:05:07 I8 0 [EGEL0 TFTP {RTF 1P 54t 172.16.18.137, 380 69

6.1.3.3 For long time collection of the log.

For some cases, it needs to collect the logs for hours or days, please use the
script "take_snapshot_v1.4.sh" and "get_log_v1.4.sh" together as below:

root@AP-D1:40:/tmp# tftp -gr take_snapshot_v1.4.sh 172.16.18.166

root@AP-D1:40:/tmp# mv take_snapshot_v1.4.sh /usr/bin
root@AP-D1:40:/tmp# tftp -gr get_log_v1.4.sh 172.16.18.166
root@AP-D1:40:/tmp# chmod +x /usr/bin/take_snapshot_v1.4.sh
root@AP-D1:40:/tmp# chmod +x ./get_log_v1.4.sh
root@AP-D1:40:/tmp# sh ./get_log_v1.4.sh 172.16.18.166 &

Note: when finish the log collection, please first type "fg" then press ctrl+c to end the script.

6.2 Troubleshooting for specific features (To be finished)
6.2.1 AP Reboot

Collection the logs under support account:

v' To setup a TFTP server on a PC, for example: TFTP Server

Address=172.16.18.166
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support@AP-CA:70:~$ cd /tmp

support@AP-CA:70:/tmp$

support@AP-CA:70:/tmp$ reset_reason get

support@AP-CA:70:/tmp$ tftp -pl kes_debug.log 172.16.18.166
support@AP-CA:70:/tmp$ tftp -pl kes_dmsg.log 172.16.18.166
support@AP-CA:70:/tmp$ tftp -pl kes_history_syslog.log 172.16.18.166

support@AP-CA:70:/tmp$ tftp -pl kes_history_traps.log 172.16.18.166

6.2.2 Band steering

e Related log description
e How to capture this trace

e Necessary analysis.

6.2.3 Throughput issues
6.2.4 Authentication

6.2.5 Portal
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